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All developers are expected incorporate this checklist into their application development and component testing process as a measure to ensure fewer errors and SCR/SIRs migrating into system test and User Acceptance Testing (UAT). This list includes common secure coding practices that can be performed on any application and contains many techniques UAT testers employ in order to test an application.

References

Developers are expected to refer to the BLM Security Checklist for Application Development document, the CWE/SANS Top 25 Most Dangerous Software Errors list, the OWASP Top 10, and other references identifying common programming errors.  Utilizing these references, developers are expected to include the recommended secure coding practices to ensure all known weaknesses are mitigated and avoided.

In addition, NIST 800-64, Security Considerations in the System Development Lifecycle, the OWASP Code Review Guide, the OWASP Testing Guide, and the Microsoft .NET Framework Developer’s Guide – Secure Coding Guidelines should be utilized as primary sources for secure coding practices during new development or task orders requiring changes to source code in MRMSS applications.  Other references, as necessary, will be identified during the business requirements phase of any new development or new task order creation.

SDLC

For each project, task order or release, developers are expected to include process steps, milestones, tasks, and deliverables accounting for the development, review and testing of secure coding practices.  The following is expected to be included in each project plan or development plan:

Business Requirements – Security Section
	Business Requirements – Security Section Approval

Source Code Review
	Develop Security Test Cases
	Develop Positive Requirements
	Develop Negative Requirements
	Source Code Analysis (with automated tools, as necessary)
	Source Code Analysis Results
	Source Code Analysis Results – Solutions and Fixes

Functional Security Test
	Perform Vulnerability Testing
	Vulnerability Testing Results
	Validate Minimum Security Requirements
	Minimum Security Requirements Results – Vulnerability Remediation Performed
	Functional Security Testing – UAT Migration Approval Step

User Acceptance (UAT) Security Test
	Perform Vulnerability Testing
	Vulnerability Testing Results
	Perform Configuration Testing
	Configuration Testing Results
	Configuration & Vulnerability Testing Results – Remediation Performed
	UAT Security Testing – Production Migration Approval Step

Security Testing Deliverables
	Deliverable Acceptance and Approval

Business Requirements – Security Section

Project plans for all new development and/or task orders should include the following, at a minimum:
Project Plan Activities
Source Code Review Activities
Development of Security Test Cases
Development of Positive/Negative Requirements
Source Code Analysis
Functional Security Testing
Vulnerability Testing
Validation of Security Requirements
UAT Security Testing Timeframe
Remediation Activities

Deliverables
Documented Test Cases/ Positive & Negative Requirements
Source Code Analysis Results
Source Code Analysis Results – Solutions and Fixes
Vulnerability Testing Results
Vulnerability Remediation Report
Process/Procedure document creation and/or updates
Security Control Implementation Description creation and/or updates
POAM WCVF Closing Requirements (as necessary)

Approvals/Sign-offs
Business Requirements
UAT Migration
Production Migration
Deliverable Acceptance


Applicable Security Controls: AT-03, SA-08, SA-09, SA-11
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