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[bookmark: GenlInfo]General Information
[bookmark: _Toc483130545][bookmark: _Toc483280570][bookmark: _Toc232226386]Purpose
[bookmark: _Toc483130546][bookmark: _Toc483280571][bookmark: _Toc232226387]This project will automate all work flows associated with fluid minerals post-lease activities.  It is necessary for the fluid minerals programs (oil, natural gas, and geothermal) to provide a robust data base to manage the complexities of the industry activities, the gap between the Bureau of Land Management (BLM) technological capability and the industry innovations has grown exponentially.  The programs are too big to fail.  The Government Accountability Office (GAO) has identified the Department of the Interior’s oil and gas program as high risk with no assurance that production accountability can be verified.  AFMSS is the single application and database to track and analyze these oil and gas operations with GRASS in the same role for geothermal operations; other agencies such as the Office of Natural Resource Revenue (ONRR) rely on our well data for the necessary revenue verification – audit findings recommend the BLM share our data more efficiently.

The project includes the transition of data management from stove-piped databases to an integrated data environment (master data management) so that all the data is available as needed without having to use AFMSS or generate custom SQL-generated reports.   The automated work flows will ensure that all necessary data is captured electronically as part of the work process.  Data standards will be designed to meet all the requirements for the data, including requirements outside the scope of this project.  The scope includes the capture and use of geospatial information and geospatial display.

Scope
This project will automate all work flows associated with fluid minerals post-lease activities.  The project includes the transition of data management from stove-piped databases to an integrated data environment (master data management) so that all the data is available as needed without having to use AFMSS or generate custom SQL-generated reports.   The automated work flows will ensure that all necessary data is captured electronically as part of the work process.  Data standards will be designed to meet all the requirements for the data, including requirements outside the scope of this project.  The scope includes the capture and use of geospatial information and geospatial display.

There are two basic work areas within the project: data management and process automation.  

The data base design will be modified as needed to represent the logical data relationships.  The current database management system (DBMS) Informix is designated as contained within the enterprise architecture.  Thus moving off of Informix will be part of this project.  During the transition to replace AFMSS/GRASS/WIS, a data interface layer will be established that communicates with both the legacy databases and the new integrated data environment.  When the AFMSS application is retired, the  legacy database will also be retired.

The business will identify and prioritize all post-lease work flows.  Separate task orders will be issued for each work flow.  Each task order will include business process improvement to establish best practices, designing, building, and implementing the automated workflows, and training and documentation.  The BLM enterprise architecture business process model will be used as a guide to identify common processes and support re-use of work flows.  The project will re-use automated workflows developed outside the project scope as appropriate.  It is expected that work flows automated in early iterations may need modification to satisfy the original work flow as well as a new work flow.  The work flows will be automated so that special or unusual requirements at the state or office level can be accommodated.

[bookmark: _Toc483130548][bookmark: _Toc483280573][bookmark: _Toc232226388]Project References
This and other documents in this business case are based on templates and guidance available at the following address:
http://teamspace/sites-wo/ls-irm/InvestmentManagement/CPIC/Shared%20Documents/Forms/AllItems.aspx

Documents for this investment are located at this address:
http://teamspace/sites-wo/ls-irm/BA-570/afmss/Shared%20Documents/Forms/AllItems.aspx?RootFolder=%2fsites%2dwo%2fls%2dirm%2fBA%2d570%2fafmss%2fShared%20Documents%2fBusiness%20Case&FolderCTID=&View=%7b6C7971BA%2dE447%2d4332%2d8CE8%2dE73BCAB5834C%7d

Documents from the 2009 draft business case are at this address:
http://teamspace/sites-wo/ls-irm/BA-570/afmss/Shared%20Documents/Forms/AllItems.aspx?RootFolder=%2fsites%2dwo%2fls%2dirm%2fBA%2d570%2fafmss%2fShared%20Documents%2f2009%20business%20case%20documents&FolderCTID=&View=%7b6C7971BA%2dE447%2d4332%2d8CE8%2dE73BCAB5834C%7d

[bookmark: _Toc483130549][bookmark: _Toc483280574][bookmark: _Toc232226389]


Acronyms and Abbreviations

	AFMSS
	Automated Fluid Minerals Support System
This provides process and data support for post-lease activities for federal and Indian oil and gas resources.

	GRASS
	Geothermal Resources Automated Support System
This is a modified version of AFMSS to support activities for geothermal resources.

	WIS
	Well Information System
This is an electronic permitting and reporting system that industry uses to submit applications for permits and various notices and reports that go into AFMSS and GRASS.

	WO-300
	The directorate for Minerals and Realty Management

	WO-310
	The division for Fluid Minerals

	LR2000
	Legacy Rehost 2000
This is the Y2K rehost of legacy systems from the 1980s. It contains data on most of our case records, including leases and agreements. It also has data on bonding for commercial activities on Federal lands, including oil and gas as well as geothermal operations. There is duplication of data between these databases and AFMSS and GRASS.

	
	

	
	




[bookmark: _Toc483130550][bookmark: _Toc483280575][bookmark: _Toc232226390]Points of Contact
[bookmark: _Toc483130551][bookmark: _Toc483280576][bookmark: _Toc232226391]Information
	Type
	Name
	Office
	Phone
	E-mail

	Sponsor
	Mike Nedd
	AD-300
	202-208-4201
	mike_nedd@blm.gov

	Deputy Sponsor
	Tim_Spisak
	Deputy AD-300
	202-208-4201
	Tim_spisak@blm.gov

	Owner
	Steven Wells
	Chief, WO-310
	202-912-7143
	Steven_wells@blm.gov

	Project Manager
	John Broderick
	WO-300
	202-912-7313
	John_broderick@blm.gov

	Program Lead
	Carol Larson
	WO-310
	406-233-3655
	caroline_larson@blm.gov

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	




[bookmark: _Toc483130552][bookmark: _Toc483280577][bookmark: _Toc232226392]Coordination
	Organiztion
	Roles

	WO-300
	Provide funding, program leadership, and program policy

	AFMSS PCMB
	Provide guidance for requirements and priorities

	WO-570
	Provide architecture guidance (data integration, technology, etc.)

	WO-550
	Provide CPIC and project management guidance and oversight

	
	

	
	





[bookmark: _Toc483280578][bookmark: _Toc232226393]Current System Summary
[bookmark: _Toc483280579][bookmark: _Toc232226394]Background
[bookmark: _Toc483280580][bookmark: _Toc232226395]The Automated Fluid Minerals Support System (AFMSS) is the bureau-wide fluid minerals (oil, gas, geothermal and helium) authorized use and inspection/enforcement workload support system of the Bureau of Land Management (BLM).  AFMSS is accessed through a Citrix-based,   centralized client-server environment. The project was chartered in May 1993. AFMSS core data includes leases, agreements, wells, production, approvals of operations, bond and surety information, and operator compliance. AFMSS consists of three primary components: the AFMSS server-based internal functionality, and the Well Information System (WIS), which uses the eForms technology.  AFMSS tested the use of a standalone application on laptops for automating drilling inspections.  The users agree that it was useful and all inspections should be automated, but that it should be accomplished through wireless access from the field to the centralized database.  The AFMSS PCMB has made that a high priority requirement.  This has the potential to greatly increase the productivity of our inspectors.  Not only would they be able to perform inspections more efficiently, but they would not need to spend time in the office entering data and printing worksheets for the next inspections.  AFMSS and WIS are critical to the BLM's implementation of the President's National Energy Policy and the Energy Policy Act of 2005. A Memorandum of Understanding was signed in March 2006 between the BLM and the U.S. Forest Service (USFS) which designated AFMSS/WIS as joint systems under the Energy Act. AFMSS also provides data and information to the Office of Natural Resources Revenue (ONRR) (formerly known as MMS/MRM) critical to the Department’s production accounting for Federal onshore oil and gas.

Over 2,550 BLM personnel have access to AFMSS on a daily basis, while over 660 lessee/operators have access to WIS. Approximately 250 ONRR Financial Accounting System users, 10 ONRR sponsored State Government users, and 18 ONRR Sponsored Tribal Entity users also had read-only access to AFMSS (essential in prosecuting our fiduciary responsibilities).  AFMSS  is the operational database to track activity on Federal onshore oil and gas that is responsible for $2.5 billion in royalties (FY2010). 

In summary, AFMSS facilitates the collection, management, and sharing of oil and gas, geothermal, and helium authorized use regulatory well permits/reports and field operations inspection/ enforcement data across Federal onshore operations.

The component that supports geothermal energy is the Geothermal Resources Automated Support System (GRASS).

System Objectives and Current Functionality
The following is a brief description of each of these components:
· AFMSS server-based Internal Functionality manages oil, gas and geothermal lease operations on Federal and Indian Trust lands, post-lease operational approvals, well and facility data, inspection and enforcement data, undesirable events, display of bond and surety information from LR2000, and display of ONRR collected well production data (OGOR). AFMSS contains data on customers (producer/operators). A number of reports supporting the BLM business requirements are included on a Field Office, State Office, and National basis. AFMSS also includes features to control security access and perform a variety of administrative functions.
· The Geothermal Resources Automated Support System (GRASS) is the database and application that track information for geothermal operations for the BLM. It is a module of the AFMSS application and supports the BLM’s fluid resources management activities during the life cycle of the wells and their associated fields.
Data concerning locations, lease and agreement ownerships, well identifications and site histories (including casing, geologic formations, resource protection, production, and operator compliance) are accessible using GRASS.
· Well Information System (WIS) subsystem - The electronic commerce capability for the Fluid Minerals program was established with the deployment of the AFMSS WIS module in 2000. To date, WIS has cumulatively supported the electronic submission of over 42,294 well permits and reports from over 469 oil and gas industry trading partner operators.
The BLM's WIS, the eGov component of AFMSS, is an existing AFMSS subsystem that is composed of web-based well permit/report forms and an underlying Federal onshore well database that is derived from AFMSS. WIS includes four forms: 1.) Notice of Staking, 2.) Application for Permit to Drill or Reenter, 3.) Well Completion or Re-Completion Report and Log and, 4.) Sundry Notices and Reports of Wells. The data on the forms relate to compliance and production information. The forms do not contain any financial information.
The WIS module resides behind the BLM's firewall and Secure Gateway (Netcontinuum) and is used to support electronic commerce (E-Government) well permit/report submissions and approvals between the BLM and its customers who include the oil and gas industry, permit agents, other Federal agencies and state governments. WIS users access the application from the internet and have limited public access requiring authentication by certificate with a user ID and password.  Data from WIS forms is transmitted to tables in the AFMSS database through a secure, https tunnel that establishes a keystore identification method for authentication. During this process, AFMSS is off-line for a short period of time.

AFMSS connects to a number of remote systems including:
· The AFMSS/LR2000 interconnect involves read only ODBC queries for display only. This interconnect eliminates redundant data entry between AFMSS and the two LR2000 systems for commonly used data sets. AFMSS/LR2000 Bond and Surety (B&S) interconnection allows the BLM bond data to be accessed by AFMSS for conducting bond reviews as they relate to wells, entering relationships to well information in AFMSS, and Bond Abstract and Case Recordation (CR) Serial Register lease and agreement information. 
· AFMSS is interconnected with and dependent on the BLM Application Security System (BASS) which controls all user access to AFMSS. Access is controlled through BASS with user IDs and passwords.
· Prior to the April 2005 BLM Internet shut down, AFMSS also included an Interconnection to the ONRR (formerly MMS) Financial Accounting System. This functionality is currently being provided by delivery of weekly downloads to the ONRR via CD. Formerly, the interconnection to AFMSS consisted of a weekly data exchange of production information from the ONRR to AFMSS, and updated well reference information from AFMSS to the ONRR. In FY07 225 ONRR users accessed read only AFMSS information through BASS.  At the end of FY08, the requirements and design work for an electronic interface have been completed and the implementation is ready to proceed pending the signature on the Memo of Understanding for the interface with the Minerals Management Service.

[bookmark: _Toc483280581][bookmark: _Toc232226396]Current Methods and Procedures
In general information is input into AFMSS manually and is viewed via the various screens and canned reports. More specifically:
· When a Notice of Staking (NOS) or Application for Permit to Drill (APD) is received for a lease not in AFMSS, the user gets the information for federal leases from LR2000 and for Indian leases from BIA (either verbally or from BIA’s TAAMS system). Then the data is manually entered into AFMSS.
· Operators can submit applications and reports hardcopy or via WIS. If hardcopy, the user has to manually enter the data. Currently when using WIS, not all attachments can be entered electronically.  Attachments are currently converted to pdf files.  However, sometimes it would be more useful to accept files in their native format.
· In general AFMSS is a permit and inspection tracking system. Work is done and then some data is entered into AFMSS.
· AFMSS well status data is uploaded to ONRRs to facilitate their responsibilities to ensure accounting of revenues for the cases.
· Inspectors and specialists require improved efficiency to ensure seemless data input, including remote access by laptop/tablet from the field and realtime access to ONRR production data; this hasn’t been developed yet.
· There is no access to geospatial services within AFMSS.
· When information cannot be obtained via canned reports or standard queries, there is a limited number of BLM staff who are currently proficient in the use of the BRIO query tool.  These people had to attend specialized training before custom queries can be built and reside in different Field and State Offices throughout the Bureau.

[bookmark: _Toc232226397]Technology Used
See the attached files for the AFMSS and WIS architecture diagrams.
[bookmark: _Toc483280583][bookmark: _Toc232226398]Input and Output
[bookmark: _Toc483280584][bookmark: _Toc232226399]As of the end of FY10, AFMSS had supported 2,556 users with 752,813 transactions. The following lists a breakdown of user activities as of the end of FY 2010:

[bookmark: _Toc219021380][bookmark: _Toc219268233][bookmark: _Toc219268492][bookmark: _Toc219511047][bookmark: _Toc219606337][bookmark: _Toc219606593][bookmark: _Toc219021415][bookmark: _Toc219268268][bookmark: _Toc219268527][bookmark: _Toc219511082][bookmark: _Toc219606372][bookmark: _Toc219606628][bookmark: _Toc219021559][bookmark: _Toc219268412][bookmark: _Toc219268671][bookmark: _Toc219511226][bookmark: _Toc219606516][bookmark: _Toc219606772]AFMSS System – Statistical Report 
September 30, 2010
	AFMSS Business Process
	FY 2005 
	FY 2006
	FY 2007
	FY 2008

	FY2009
	FY2010

	WIS Transactions 
	*5,416
	*0
	*363
	6,934
	11,400
	19,989

	AFMSS Transactions
	320,472
	362,162
	667,756
	623,398
	726,708
	752,813

	User Activity
	
	
	
	
	
	

	     Registered Users
	
	
	
	
	
	

	AFMSS
	1,653
	895
	1,443
	2,037
	2,084
	2556

	WIS
	**417
	0
	***338
	469
	****484
	664



* WIS off-line 3/28/05 through 8/27/07 to determine if any trust data resided within the application.  WIS was reconnected 8/27/07 with no IITD.

**In conversion of old WIS accounts to the new application, 287 accounts were not converted (duplicates or unused), 359 were converted, and 27 accounts were added during FY05 1st Qtr.  31 accounts were added in FY05 2nd Qtr.  No more added since 3/28/05.

***417 old WIS accounts minus 139 deactivated plus 60 new accounts given in FY07 4Qtr for WIS.

****Completed Semi-Annual Review of all WIS Accounts and terminated 124 inactive accounts.  Added 18 new WIS accounts in the Second Quarter of the FY.

The amount of data records in the system, by data type, is depicted in the following table:

	Data Type
	AFMSS
	GRASS

	Customer Records
	18868
	72

	Lease Case Records
	40464
	265

	Agreement Case Records
	20098
	66

	Well Records
	218878
	905

	Facility Records
	115049
	51

	Bond (Optional) Records
	4897
	6

	Electronic Commerce Records
	86228
	N/A

	Years of Monthly Report (ONRR) Records
	23 years
	N/A

	Years of BLM Inspection Data
	25 years
	9 years

	Case Level Inspection Records
	230725
	N/A

	Individual Well  & Facility Inspection Records
	249844
	2436

	Non Compliance Records
	173918
	107


Provisions in the Existing System Design
Security
The BLM National Applications office agrees to ensure the security of all applications, connected systems, and the data they store, process, and transmit, as specified in this Agreement.  National Applications certifies that its respective applications are designed, managed, and operated in compliance with the Executive and Legislative branches, Federal departments and agency issued security policies, standards, and laws.  National Applications complies with the following Federal requirements:
Federal Information Security Management Act (FISMA) as part of the E-Government Act of 2002
Office of Management and Budget (OMB) Circular A-130, Appendix III, Security of Federal Automated Information Resources 
National Institute of Standards and Technology (NIST) Federal Information Processing Standard Publication (FIPS Pub) 200
NIST Special Publication (SP) 800-53
NIST Special Publications, including NIST SP 800-47, Security Guide for Interconnecting Information Technology systems
Department of Interior Information Technology Security Policy Handbook, version 3.1, March 17, 2008.
		
All security documentation is maintained in Department of Interior’s Cyber Security Assessment and Management (CSAM) system.
	
If any Certification and Accreditation documentation is required for verification please contact the National Operations Center IT Security Manager Cherie Garcia (acting) at 303-236-0866, cherie_garcia@blm.gov or her backup Karen Collins at 303-236-2246, Karen_Collins@blm.gov.

Availability
Under normal conditions, the AFMSS application and modules are available to users 24 hours a day, 7 days a week, 365 days a year, with the exception of IT infrastructure outages, security shut-downs, and for version releases. Version releases happen two to four times per year and require down time of a few hours on a Friday afternoon, to limit the impact to users.





[bookmark: _Toc483280585][bookmark: _Toc232226400]Deficiencies
 
In June 2010, the AFMSS PCMB met to identify and prioritize the gaps between the currently provided AFMSS capability set and the needs of the fluid minerals industry.  AFMSS has been in operation for over thirteen years and these gaps continue to widen.  AFMSS has been well-maintained since its inception, but funding for enhancements has primarily been directed toward compliance with Federal mandates to separate Indian from non-Indian data (a result of the Cobell Lawsuit) or toward compliance with Federal NIST security standards (AFMSS was originally a large set of distributed systems that required centralization to be properly secured).  Cobell case had the database offline and Well Information System disconnected which interrupted service to the operators and undermined the credibility of this function with industry.  For these reasons, only minor enhancements have been made in response to new business needs while the industry has significantly matured.  Data completeness has been an issue in monitoring QA/QC, and difficult for the BLM to keep up with the pace of industry especially with so many wells added to the onshore inventory.  Inspectors are limited in their ability for remote access to the AFMSS database as the innovations in IT have not translated to AFMSS enhancements.  Seemless data transfer of production data and well status with ONRRs has not matured with IT innovations as the agency negotiates security and other requirements.  Moreover, system capability gaps have resulted from additional needs identified by AFMSS users, requirements that were never implemented in the original design, requirements added as a result of the Energy Policy Act of 2005, revisions to BLM’s Onshore Order Number 1 (and other regulatory actions), as well as the system software and database functionality constraints that existed when AFMSS was originally implemented.  This set of conditions is the root cause behind the gaps discussed in this section.  

The results of the PCMB analysis were processed into a high level requirements document.  Four alternative approaches were then formally considered and systematically weighted to identify the most efficient method for achieving the objectives identified in the high level requirements.  This “Alternative Analysis” was documented along with a recommended technical approach and a draft project charter, schedule, and funding estimates. That work has been folded into the current business case.

The list of deficiencies is in the file AFMSS_Deficiencies.
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[bookmark: _Toc483280586][bookmark: _Toc232226401]Proposed Methods and Procedures
The project will replace the current AFMSS/GRASS/WIS with automated work flows and a data interface layer providing access to new data as well to the  legacy data during the transition.  The automated work flows will meet all the existing functional capabilities in addition to addressing all the new and improved capabilities.

As each work flow is modeled and automated, the process will address all requirements that are encompassed in that work flow.  The order of automation of work flows will be determined by the business.

Improvements are discussed below.  These are improvements identified by AFMSS users and customers and validated by the AFMSS PCMB.  Most are listed as new capabilities with a few as improvements to existing capabilities.  This is a summarized listing.  The detailed requirements are attached in the file AFMSS Detailed Improvements.docx.

The detailed improvements are organized for a project to enhance the current systems.  However, due to the fundamental changes required to satisfy the user requirements and the target automated environment, the proposed project will replace the existing systems and databases.  Furthermore, as the development iterations will be designed around automating selected work flows, the high level requirements are organized by work flows in the attached Work Flow Outline.
[bookmark: _Toc483280587][bookmark: _Toc232226402]Summary of Improvements
The automated work flows will improve all the existing capabilities of the current AFMSS/GRASS/WIS. Specific requirements identify new capabilities in the following areas:
· Information sharing with ONRR to improve transparency, seemless across DOI
· Automate work flows to support processing of well permits and reports instead of just tracking assistance.
· Provide Automated Capabilities to Fully Support Comprehensive Permitting Strategies (e.g., PODs) or New BLM Permit Action Scenarios
· Provide an Oil and Gas Two Click Performance Dashboard
· Provide Geographic Information System (e.g. ESRI ArcGIS) Mapping and Analysis Functions within AFMSS for Major Workflows
· Provide an "Integrated Feel" of Combining AFMSS Views with State Oil and Gas Commission Website or Map Server Data
· Provide Automated Capabilities to Support the Well/Project Permit NEPA Analysis and Documentation Process
· Accelerate the Development of AFMSS Inspection Handheld Capabilities to Meet Ongoing and Emerging Field Inspection Needs (PCMB has modified this to provide wireless access to the central database)
· [bookmark: _Toc483280588][bookmark: _Toc232226403]Provide Remote Data Acquisition of Well Production Software and Data Component 
· Add a Geophysical Permitting Module to AFMSS (Originally Specified for AFMSS but Never Built)
· Add a Reservoir Management Module to AFMSS (Originally Specified for AFMSS but Never Built)

Specific requirements identify improvement to existing capabilities in the following areas:
· Provide Expanded Automated Capabilities for BLM Line Management Tracking of Permit Status and Staff Workloads
· Enhance Geothermal Lease Operations Action Support
· Enhance Geothermal Field Inspection and Enforcement Action Support 
· Enhance Geothermal Production Report Collection 

Functional Improvements
[bookmark: _Toc483280589][bookmark: _Toc232226404]Information sharing with ONRR
Replace duplicate entry of OGOR data in AFMSS with automated access to OGOR database and provide the currently produced reports (see AFMSS Detailed Improvements.docx for list of reports).
Provide ONRR access to AFMSS information (see AFMSS Detailed Improvements.docx for list of information).

Automate work flows to support processing of well permits and reports instead of just tracking assistance.
· Provide automated capabilities to support adjudication, geologic, engineering, surface management and NEPA workflow processes.
· Automate the currently manual steps in processing electronic submissions that rely on “home grown” BLM systems or other separate systems.
· Provide full workflow capabilities which greatly reduce data collection, compilation, and decision time cycles.
· Capability to support standard operating practice or autonomous permit approvals.

[bookmark: _Toc240425981]Provide Automated Capabilities to Fully Support Comprehensive Permitting Strategies (e.g., PODs) or New BLM Permit Action Scenarios

[bookmark: _Toc240425983]Provide an Oil and Gas Two Click Performance Dashboard

[bookmark: _Toc233175432][bookmark: _Toc233175513][bookmark: _Toc240425984]Provide Geographic Information System (e.g. ESRI ArcGIS) Mapping and Analysis Functions within AFMSS for Major Workflows

[bookmark: _Toc233175433][bookmark: _Toc233175514][bookmark: _Toc240425985]Provide an "Integrated Feel" of Combining AFMSS Views with State Oil and Gas Commission Website or Map Server Data

[bookmark: _Toc233175434][bookmark: _Toc233175515][bookmark: _Toc240425986]Provide Automated Capabilities to Support the Well/Project Permit NEPA Analysis and Documentation Process

[bookmark: _Toc233175435][bookmark: _Toc233175516][bookmark: _Toc240425987]Accelerate the Development of AFMSS Inspection Handheld Capabilities to Meet Ongoing and Emerging Field Inspection Needs (PCMB has modified this to provide wireless access to the central database)
· The intent is to place our inspectors with similar capabity as the offshore inspectors, enhance their capability, reduce data entry errors and improve completeness.

[bookmark: _Toc240425988][bookmark: _Toc233175436][bookmark: _Toc233175517]Provide Remote Data Acquisition of Well Production Software and Data Component 
· This requirement is based on the RDAWP pilot.  Pursuit of this capability has been postponed so as the requirement is on hold pending future changes.
· ONRR is assessing this capability as an alternative to industry submitting OGORs, in which case we would access the data via the ONRR information sharing.

[bookmark: _Toc233175437][bookmark: _Toc233175518][bookmark: _Toc240425989]Add a Geophysical Permitting Module to AFMSS (Originally Specified for AFMSS but Never Built)

[bookmark: _Toc233175438][bookmark: _Toc233175519][bookmark: _Toc240425990]Add a Reservoir Management Module to AFMSS (Originally Specified for AFMSS but Never Built)

[bookmark: _Toc233175440][bookmark: _Toc233175483][bookmark: _Toc233175521][bookmark: _Toc240425994]Respond to Customer Information Requests

[bookmark: _Toc233175441][bookmark: _Toc233175522][bookmark: _Toc240425995]Provide BLM Personnel with the Ability to Quickly "Drill Down" into AFMSS to Respond to Industry Calls or Forwarded Email

[bookmark: _Toc240425996]Provide Customer Access to Fluid Mineral Program Systems/Websites (AFMSS Data Reports, WIS EC, etc.)

[bookmark: _Toc240425997]Provide Effective Customer "Self Help Online Resources"

[bookmark: _Toc233175444][bookmark: _Toc233175525][bookmark: _Toc240425998]Accept, Analyze, and Act on External and Internal Customer Suggested Improvements

[bookmark: _Toc233175445][bookmark: _Toc233175484][bookmark: _Toc233175526][bookmark: _Toc240425999]Support Electronic Well Permitting/Reporting Submissions based upon Customer Sophistication

Provide Enhanced Electronic Commerce Support for Well Permit/Report Submissions

[bookmark: _Toc233175447][bookmark: _Toc233175528][bookmark: _Toc240426001]Provide a GIS-Enabled BLM Well Permitting Component to BLM's Electronic Commerce Capability

[bookmark: _Toc233175451][bookmark: _Toc233175532][bookmark: _Toc240426005]Provide Access to and Ability to Easily Create Fully Automated Well and Inspection Record Files (All Records)

[bookmark: _Toc233175452][bookmark: _Toc233175533][bookmark: _Toc240426006]Fully Integrate GIS Spatial Mapping/Analysis Capabilities and Automated Workflow Tools within AFMSS

[bookmark: _Toc233175453][bookmark: _Toc233175534][bookmark: _Toc240426007]Alleviate Redundant Data Entry between AFMSS, LR2000 Bond & Surety, LR2000 Case Recordation, and BLM State GIS Systems

[bookmark: _Toc233175454][bookmark: _Toc233175535][bookmark: _Toc240426008]Create Standard Correspondence Letter/Notification Generation with Outgoing/Incoming Email Module Interface

[bookmark: _Toc233175457][bookmark: _Toc233175538][bookmark: _Toc240426011]Support Real-time Access while in the Field via Wireless

[bookmark: _Toc233175458][bookmark: _Toc233175539][bookmark: _Toc240426012]Support Work Processing by Users Located Somewhere Else in the Bureau (e.g., for Zoned Users or Temporary Details)


Improvements to Existing Capabilities
[bookmark: _Toc233175431][bookmark: _Toc233175512][bookmark: _Toc240425982]Provide Expanded Automated Capabilities for BLM Line Management Tracking of Permit Status and Staff Workloads

[bookmark: _Toc240425991]Enhance Geothermal Lease Operations Action Support

[bookmark: _Toc240425992]Enhance Geothermal Field Inspection and Enforcement Action Support 

Enhance Geothermal Production Report Collection 

[bookmark: _Toc233175450][bookmark: _Toc233175531][bookmark: _Toc240426004]Improve Screen and Data Field Editing (Cut, Paste, Spell Check, Place or Follow Web or File Links, etc.)

[bookmark: _Toc240426013]Integrate Links within AFMSS to BLM Regulations, Orders, Policy Guidance, Issue Working Areas (For Program Knowledgebase)

[bookmark: _Toc233175460][bookmark: _Toc233175541][bookmark: _Toc240426014]Embed online training for AFMSS, WIS, GIS capabilities, etc.


[bookmark: _Toc483280590][bookmark: _Toc232226405]Timeliness
In general required response times will be at least comparable to the current systems.  The users will provide specific requirements for each work flow as part of the work flow design and automation.
[bookmark: _Toc483280591][bookmark: _Toc232226406]Summary of Impacts
[bookmark: _Toc483280592][bookmark: _Toc232226407]User Organizational Impacts
[bookmark: _Toc483280593][bookmark: _Toc232226408]The main organizational impacts are added flexibility on where work is performed.  Where the data is all electronic, the work can be performed anywhere.  The BLM would be able to consolidate certain functions that previously had to be in the state offices or even the field offices because that is where the hard copy data was located.  The new processes will support electronic submission of applications and reports and may eventually require electronic submission.  Efforts are underway to scan in hard copy legacy records for use as needed.  Automatic routing of electronic documents for review and approval will increase efficiencies.

In addition to consolidation of functions, the BLM would have more flexibility in responding to changing workloads.  In areas where demand for BLM actions and decisions surge, the workload could be shifted to other offices where staff resources are available instead of costly details, temporary hires, or contracting.  Telecommuting will be a more viable option.

Another impact is the reduced need for data calls and long lead times to get reports on activities and performance measures.  Information will be easily available and up to date.

Increased productivity for field work will reduce the need for additional hires.

User Operational Impacts
[bookmark: _Toc483280594][bookmark: _Toc232226409]The main user impact is that the work process should be easier.  Normal work processes would have automated support, capturing data as part of the process instead of an extra step at the end.  Information needed for the work process will be more readily available.  Entering data will be streamlined and data standards will be automatically enforced.  Electronic submission of data from outside of BLM will be encouraged and sometime required, reducing data entry workloads and improving data accuracy.

The biggest impacts will be for field work.  Wireless access to centralized data will increase efficiencies and allow staff to spend more time in the field and less in the office, greatly increasing productivity.  Staff in the field will be better equipped to respond to unexpected events and circumstances.

User Developmental Impacts
Users are critical to the development of successful work flow automation.  Teams of users will be involved in process improvement and then in design and testing of the automated work flows.  While some of this can be done from their offices, other work is best done in person, requiring travel time and expense.

As the processes and automated work flows will be designed by the user teams, it is expected that the learning curves will not be excessive.  The designs will also include automated access to guidelines, examples, and other help resources.

Using the same framework for work flow automation will create a consistent look and feel within and across programs.

[bookmark: _Toc483280595][bookmark: _Toc232226410]Assumptions and Constraints
User availability – the availability of users to improve processes and design work flows may be the major limitation in development of the automated work flows.

User acceptance – it is assumed that with the participation of the users, user acceptance will be high.

Funding – it is expected that the costs of development and O&M will be less than more traditional methods, but overall funding is expected to be limited so this is still an issue.  With the incremental implementation of work flows benefits will accrue early in the life cycle, demonstrating success and saving costs in the programs.  IT savings will not be fully realized until legacy systems can be retired completely.  Pilot office funding could be included as they benefit the most from the AFMSS operation system for managing their well inventory.

Technology risk – while the technology is relatively new with the BLM, it is well established with wide availability of expertise, including contractors on the FWS BPA contract.

Network issues – as the application and data are centralized, performance in some field offices may be inadequate.  The assumption is that bandwidth will be added where needed, but the delay may hinder operations.

Performance – it is expected that the technology will be successful, but we will be developing a prototype first, followed by a pilot, and then bureau-wide implementation of the test case.  Performance will be assessed at each step.  Problems will be addressed before moving to the next phase.

Data uncertainty – Data quality and completeness may be issues, especially early.  Work flows that require high quality data for automation will have the automated process optional so that it is only performed if the data is adequate. 
[bookmark: _Toc232226411]Detailed Characteristics
[bookmark: _Toc483280597][bookmark: _Toc232226412]Specific Performance Requirements
[bookmark: _Toc483280598][bookmark: _Toc232226413]The following are performance statistics from the AFMSS 2010 OA.  Although activity varies from year to year, this provides order of magnitude estimates for future activities.

	# in FY2010
	Performance measure

	19,989
	WIS transactions

	752,813
	AFMSS transactions

	2556
	Registered AFMSS users

	664
	Registered WIS users



The following depicts the amount of data records in the AFMSS database by record type.

	Data Type
	AFMSS
	GRASS

	Customer Records
	18868
	72

	Lease Case Records
	40464
	265

	Agreement Case Records
	20098
	66

	Well Records
	218878
	905

	Facility Records
	115049
	51

	Bond (Optional) Records
	4897
	6

	Electronic Commerce Records
	86228
	N/A

	Years of Monthly Report (ONRR) Records
	23 years
	N/A

	Years of BLM Inspection Data
	25 years
	9 years

	Case Level Inspection Records
	230725
	N/A

	Individual Well  & Facility Inspection Records
	249844
	2436

	Non Compliance Records
	173918
	107



The AFMSS operations performance measures in recent years had been affected by the various shutdowns resulting from the Cobell lawsuit.  However, that did not affect oil and gas activities but the disconnection and unreliability undermined the credibility of industry using the Well Information System.  Those activities are driven by demands of the industry in reaction to the oil and gas markets.  The following display the highs and lows for these activities over the time period FY 2004 through FY 2010.  When considering the FY2010 AFMSS statistics, keep in mind that overall activity is significantly down compared to five years ago.

	Operations Performance Measure
	High
	Low
	2010

	APDs received
	10,492
	4,251
	4,251

	APDs approved
	7,745
	4,571
	4,593

	APDs processed
	8,964
	1,976
	1,976

	Wells spudded
	5,798
	3,166
	3,220

	Wells completed
	3,790
	2,571
	2,671




The AFMSS inspections performance measures reflect industry activity, but also are limited by the number of inspectors available.  There is less variation as many inspections are for existing operations.  The inspection strategy each year estimates the number of potential inspections by type and then plans how many inspections by type may be done by each office given the inspectors available.  There is still uncertainty as some depend on specific industry actions such as drilling, abandonments, and workovers.  The potential number of production and environmental inspections is much greater than what BLM can do with its current workforce and budget.  Generally about a third are performed each year, but the risk-based strategy uses a variety of factors for planning.  Despite new drilling activity being lower than a few years ago, potential and planned production and environmental inspections are higher than ever.  Automating inspection processes and providing wireless access will make inspectors more efficient and productive.  However, centralization is not a factor since these are on the ground activities.

The following table displays some of the national totals for inspections and enforcement actions.  These are built from office-specific numbers.  The table shows the highs and lows for the time period FY 2004 through FY 2010. It also shows the numbers from the I&E Strategy for FY 2011.

	Inspection Performance Measure
	High
	Low
	2010
	2011

	Potential Inspections
	81,149
	58,510
	95,951
	84,248

	Planned Inspections
	30,588
	17,468
	30,588
	35,111

	Completed Inspections
	31,573
	17,533
	31,573
	

	Enforcement Performance Measure
	
	
	
	

	INCs Issued
	5,309
	2,828
	4,046
	

	Shutdowns Issued
	51
	18
	51
	

	Assessments Issued	
	250
	115
	122
	

	Assessment Amount Totals
	$911,498
	$93,000
	$93,000
	

	Civil Penalties Issued
	24
	11
	18
	

	Civil Penalty Amount Totals
	$3,344,503
	$8,960
	$509,996
	

	Written Orders
	3,183
	1,688
	3,183
	





Accuracy and Validity
Much of the data is event driven so that it is important that all events and actions are entered completely.  The accuracy of any particular measurement will be stated in the metadata for that data element and the automation must match that accuracy.  This is also true for data entered by industry.  The accuracy of some measurements may be dependent on the equipment used or being measured.  This should also be captured in the metadata.  As each user team works on the processes and work flows, they will review the currently defined data standards and metadata.  If changes are needed, then the standards will be modified via the data stewardship process and the automation will reflect the new standards (with the assumption that the data stewardship process will eventually be completed).

[bookmark: _Toc483280599][bookmark: _Toc232226414]Timing
Timing requirements are dependent on the process, work flow, and data involved.  The users will specify requirements during the process and workflow automation sessions.
[bookmark: _Toc483280600][bookmark: _Toc232226415]Capacity Limits
Past users and transactions in AFMSS, GRASS, and WIS give an indication of future demand on the replacement system.  We could expect the number of WIS users would increase with a better interface.  That would be offset by BLM having fewer applications and reports to enter manually from the paper forms submitted.  A harder estimate is the amount of time BLM users would be on the system.  The number of users might not change, but the individual time would increase because they are performing the whole workflow, not just entering data and requesting information and reports.  Inspectors will access the system wirelessly from the field, entering data real time while they do their inspection.  While quick response will be needed, it is not a constant entering of the inspection information all at once.  They will enter information and may not even need a response while they proceed to the next part of the inspection.  Another factor will be that the automated work flows will do more for the users automatically, capturing information rather than having to enter it manually.  These factors will all vary by work flow and will be addressed in the process and work flow automation sessions.

A couple of factors will impact storage requirements.  The replacement database will have all the data for all the inspections.  Currently that is only true for drilling inspections.  On the other hand, data that is currently duplicated in AFMSS from somewhere else will no longer be stored in the replacement databases.  The largest factor will be the OGOR production data.  In the future this information will be accessed directly from the ONRR databases and not stored in BLM.

[bookmark: _Toc483280601][bookmark: _Toc232226416]Functional Area System Functions
There are two major functional areas in the post-lease management of oil, gas, and geothermal resources:
· Operations – the review and approval processes for APDs, well completion reports, and sundry notices and reports
· Inspection and Enforcement – inspections of on the ground activities and conditions to insure activities are following approved plans and standard practices and assessing actual and potential impacts on the environment, as well as enforcement actions as needed

In general, operations are performed in response to an action by operators.  Some, such as processing APDs, trigger many actions (see attached APD processing flowchart).  Others just involve receipt and management of data.

Inspections may result from operator actions, e.g. an APD may require a surface resource inspection.  Other inspections are BLM-initiated, such as production inspections.

The documentation for the existing AFMSS in addition to the described functional requirements cover the main system functions of the new investment.

[bookmark: _Toc483280602][bookmark: _Toc232226417]Input and Output
Inputs

Lease and Agreement information (including bonding)
· Currently manual entry or just look-up from LR2000 data when receive an APD/NOS for lease or agreement not in AFMSS/GRASS
· Future use shared database

APDs, Well Completion Reports, Sundry Notices and Reports
· Currently input from WIS or manually from paper submissions
· Future same but with enhanced online input, eventually may require online input by operators

Production
· Currently Oil and Gas production data downloads from ONRR 
· Currently Geothermal production data is manually inputed by GRASS Users
· Future interface with ONRR databases

Inspection data
· Currently standalone laptop application for drilling inspections with later sync and print forms to write on with later manual data entry when back in the office for other inspections
· Future wireless access to central database from the field during inspections

Financial data
· Currently manual access to CBS for fines
· Currently manual access to ONRR payment information
· Future interface with CBS and with ONRR

State-owned data
· Currently manual entry or look-up online
· Future interface to share data

Reports and Queries

· Currently canned reports and ad hoc queries in AFMSS/GRASS and custom SQL reports by an expert with access
· Future canned reports, custom reports, and ad hoc queries from anywhere by anyone with access
· Future data automatically fed into variety of dashboards as needed

Interfaces

· Currently manual interfaces with LR2000, planning data, geospatial data
· Currently data download of ONRR production data
· Future use shared databases with LR2000 data and integrated access to planning, geospatial data and to ONRR production data

[bookmark: _Toc483280615][bookmark: _Toc232226418][bookmark: _Toc483280603]Interfaces
The current AFMSS/GRASS/WIS do not interface electronically with any other systems. WIS electronically loads data into AFMSS/GRASS  after it is entered by operators into WIS and validated by BLM staff.  WIS will be replaced by an enhanced web interface that allows for electronic submittal of all actions and provides more capability for querying action status by the operator and by the public.

OGOR production data is downloaded into AFMSS from ONRR for use in production accountability processes.  This will be replaced by a direct interface into the OGOR database. 

Geothermal production data is manually entered into GRASS by Grass users.  ONRR currently accesses the geothermal production data through GRASS in read only format to complete compliance reviews. This will be enhanced with  a direct interaface between ONRR and BLM.

Manual interfaces exist with LR2000 and CBS.  Information is manaually entered from LR2000 to AFMSS/GRASS as well as the reverse.  This will be replaced by a shared database for this information.

In the future the AFMSS/GRASS data will be managed in an integrated master data management environment, providing for read access to most data both internally and externally (exceptions for privacy and proprietary data).  The automated work flows will include access to geospatial data and services.

Data sharing with state agencies, especially oil and gas commissions will be provided as agreed upon with each state.  This will include sharing of APD submittals and processing so industry does not have to duplicate these and other actions, as appropriate.

[bookmark: _Toc232226419]Failure Contingencies
The business requirement is for high availability as there are health and safety implications for this work.  Users must be able to respond to industry actions and unexpected events in the field.  Specific requirements will be provided by the users.  The business will assess proposed alternatives from the National Operations Center (NOC) and the contractor.

[bookmark: _Toc232226420]Design Considerations
[bookmark: _Toc483280605][bookmark: _Toc232226421]System Description
There are two basic components, the data and the automated work flows.  The data will be migrated to an integrated master data management environment.  The automated work flows encompass all the post-lease activity, both in-office processing and on-the-ground inspections.  Work flows will be automated to the extent that the data quality supports.  The automated work flows will connect to the data via a data interface layer.  There will be a transition period until all functionality of AFMSS/GRASS/WIS is replaced.  During this time the data interface layer will access both the legacy databases and the new databases.  Where automated work flows have not yet replaced functionality, the legacy systems will continue to be used.

A public facing site will be needed to replace WIS for applications and reports and provide public access to information about activity developing federal resources.

Inspectors will be accessing the central database via wireless communication.  This will need to be configured to operate if connection is lost in the field and then automatically catch up when reconnected.

[bookmark: _Toc483280606][bookmark: _Toc232226422]System Functions
On-line interface for operators to submit all applications and reports, including attachments, and also enable the operator to check on the status of his applications.

Enable the BLM to communicate electronically with operators regarding deficiencies in their applications, the status of their applications, and all conditions of approval.

Automate work flows required for processing of all post-lease applications and reports for oil, gas, and geothermal resources.

Ability to share data with regulatory partners such as ONRRs for production accountability.

Maximize automatic capture of all relevant information, including performance statistics for all activities.

Enforce all data standards and capture all relevant metadata.

Provide wireless access to the central database for on-the-ground inspections.

Capture all inspection data, including manually entered data, and electronic data from attached devices such as GPS coordinates, digital pictures, and any attachements necessary for the inspection.

Context sensitive help and access to other data needed by the users.

Integrated access to geospatial data and services.

Ability to generate, display, and save geospatial data from coordinates, legal land descriptions, etc.

Provide canned reports and ad hoc queries, as well as easy to use processes for generating custom reports, including for the casual users.

Support a variety of analyses such as the I&E risk matrix strategy, production accountability, and assessing components of APDs and other applications and reports.


[bookmark: _Toc483280607][bookmark: _Toc232226423]Flexibility
The data interface layer provides flexibility in managing the data.

The automated work flows are separate components so changes are less likely to cause problems elsewhere.

Screens, forms, and work flows can be customized by state, office, or person. The version will display automatically based on the user active directory ID and the location of the activity.

Changes in processes can be implemented easily for a pilot and then bureau-wide since it is centralized and it is implemented as a web application.

States and offices can copy a work flow and modify it for their use.

State or office developed work flows can be inserted as needed.

[bookmark: _Toc232226424]Impacts
[bookmark: _Toc483280617][bookmark: _Toc232226425]Organizational Impacts
The Fluid Minerals programs will have more capability to centralize in-office functions.

[bookmark: _GoBack]Inspection staff will be able to spend more of their time in the field, increasing inspection productivity and improving inspection coverage without hiring more inspectors.  Efficiency gains would enable stronger effort in QA/QC data completeness reviews.

Field staff will not have to respond to numerous data calls.

The NOC will need to increase expertise for supporting the platform and the resultant automated work flows.  Could be in-house or contracted.


[bookmark: _Toc483280618][bookmark: _Toc232226426]Operational Impacts
[bookmark: _Toc483280619][bookmark: _Toc232226427]The platform will have to maintain a high availability.

Increased demands on the network, including wireless access.

Developmental Impacts
The development methodology requires a close partnership between the users and the developer.  Improved remote collaboration tools can help reducing travel and time away from the office or field work, but for each work flow automation iteration a small group (4-8) of users will be required to:
· Review and comment on current process and data requirements and guidance
· Review and comment on proposed improvements and additions to current processes and data
· Participate in 3 – 4 day process improvement meeting
· Review and comment on documentation of meeting
· Participate in 3 – 5 day work flow automation design meeting
· Participate in initial testing of automated work flows and recommend improvements
· Mentor other users

A wider group of users (10% - 20% of potential users of work flow) may participate in any of the review and comment activities above.  They will also be required to:
· Participate in training for automated work flows
· Participate in final testing of the automated work flows

While each work flow may have a different set of users, there will usually be some overlap.  Managers will have to balance this with regular workloads.  The business will have to balance business priorities with availability of users for this work in determining scheduling of automation of workflows.  For example, automating permit processing could overlap production inspections since they have different users.

[bookmark: _Toc483280620][bookmark: _Toc232226428]Failure Contingencies
The main components of the automated workflows are in the NOC in Denver, including:
· The application server farm
· The data interface server(s)
· The Database servers

These also contain the automated work flows and the data.  During the transition the legacy applications and databases will also be at the NOC.

Backup for individual equipment will be co-located in the NOC data center.

As some of the work flows are critical for health and safety issues, this will have the same alternate site back-up as other critical BLM services.  The details of this will be included in the DOI IT Transformation plans and in future plans for cloud-based services.

Another issue is network access.  If an individual office loses connectivity, critical work could be passed to other offices or handled via wireless access to the NOC until network access is restored.

The final issue is wireless access for inspectors in the field.  The work flows will be automated so that inspections could continue on a standalone basis until wireless access is restored.

[Add reference to appropriate documents for NOC data center operations.]

[bookmark: _Toc483280621][bookmark: _Toc232226429]Restart/Recovery
[bookmark: _Toc483280622][bookmark: _Toc232226430][Add reference to appropriate documents for NOC data center operations.]

Other Contingencies
[bookmark: _Toc483280623][bookmark: _Toc232226431][Add reference to appropriate documents for NOC data center operations.]

Assumptions and Constraints
[bookmark: _Toc484334669]Performance will be dependent on the resources and configuration for the business process management, data interface layer, and the associated fileservers.

As this will be accessed via the DOI network (and eventually cloud-based), it will also depend on network performance.

Wireless access by the inspectors will depend on the available signal strength and speed of the wireless network.

It is assumed that these can all be managed to provide satisfactory performance.
[bookmark: Security][bookmark: _Toc484334670][bookmark: _Toc232226433]Security
Need support from the NOC WO-500 for completing these sections.
Background Information
Post-lease activities include support of Indian leases, both Tribal as well as allotted.  Thus these automated work flows will be implementing BLM’s Trust responsibilities.  The data does not contain names or accounting information for individual Indians, but it will include information regarding Indian leases.  Since the database will no longer contain production reports (that will be accessed directly from ONRR systems), then there will not be any Trust data.

There may be circumstances where there will be well completion data that is confidential, at least for a limited amount of time.  This data will have appropriate access controls.  

All other data is considered public information. While this information will be available on a read-only basis on the Web, there will not be public access to the source data that is used for decision making.

[bookmark: _Toc484334671][bookmark: _Toc232226434]Control Points, Vulnerabilities, and Safeguards
<The following provides an overview of each control point, the vulnerabilities at the control point, and the safeguard requirements to reduce the risk at each point to an acceptable level.  Include consideration of alternate modes of operation based on emergency, disaster, or accident, if appropriate.>
[bookmark: _Toc484334672][bookmark: _Toc232226435]Control Points
Describe the points in the system at which there is a known vulnerability that requires specific safeguards.  (A control point can be located at any interface at which there is a movement of data within or between sites.)  The following control points should be considered:
[bookmark: _Toc484334673][bookmark: _Toc232226436]Input Control Points
The automated workflows will capture a significant amount of data automatically (date and time stamps, user names, location when in the field, etc).  A user should not have to enter any data that already exists in the database.

Industry applications, reports, and queries via the web interface. Data enter the database as “received” and is then available for processing by BLM staff.  The web interface will provide error and completeness checking with immediate feedback to the user for correction.  Additional error checking is perfomed by BLM staff as they process the received information with e-mail notification to the submitter.

BLM user transaction processing, both in the office and remotely (wireless and internet VPN) (includes BLM and contract inspectors), using office PCs as well as wireless devices.  Entry is made directly to the central database.  Error detection and correction is immediate.

External data sources via web.  This data is used “as is” so nor error detection or correction is involved.

[bookmark: _Toc484334674][bookmark: _Toc232226437]Process Control Points
Responses to any process performed by the system will be immediate.  Any process requiring human intervention can have status and location tracked with immediate feedback when the status changes.

Most activity is between the client PC/device and the central databases.  Data is pushed to/pulled from other systems (such as e-mail and other agencies systems) when needed.  Synchronization between transaction and publishing databases will be on a schedule to be determined.  Similarly for backup of the databases.
[bookmark: _Toc484334675][bookmark: _Toc232226438]Output Control Points
Industry applications, reports, and queries via the web
BLM user transaction processing, both in the office and remotely (wireless and internet VPN) (includes BLM and contract inspectors)
Internal access for reports, maps, and queries (internal network and VPN)
External access for reports, maps, and queries (web access)
[bookmark: _Toc484334676][bookmark: _Toc232226439]Vulnerabilities
To be completed at a later date.

<A design implementation, or operational condition inherent in the application or system that lends itself to error, loss, or compromise of information or denial of service is system vulnerability.>

Describe the vulnerabilities at each control point identified in Section 9.3, Control Points.
[bookmark: _Toc484334677][bookmark: _Toc232226440]Safeguards
To be completed at a later date.

Describe the safeguard requirements at each control point to reduce the vulnerabilities.  At a minimum, the following areas should be considered:
[bookmark: _Toc484334678][bookmark: _Toc232226441]Administrative Safeguards
To be completed at a later date.

An administrative safeguard is defined as any procedure that requires management supervision.

· Personnel:  Identify positions requiring security clearances or access authorization and functions that are authorized.
· Collection and Preparation:  Describe any requirements for the proper control of the collection, preparation, and backup of data.
· Environmental Constraints:  Describe any requirements to limit operation of the system to certain devices or periods of the day.
· Distribution:  Describe any requirements for a variance from standard distribution procedures.
· Access/Permission:  Describe procedural requirements to develop, maintain, and control access/permissions to system data or functions.
[bookmark: _Toc484334679][bookmark: _Toc232226442]Physical Safeguards
To be completed at a later date.

<A physical safeguard is any physical means that limits access to data (locked doors, vaults, card/key access).>

· Dedicated Equipment:  Describe any requirements for dedicated equipment.
· Storage and Protection:  Describe all requirements for onsite and offsite storage and protection of materials (software, data, and documentation).
[bookmark: _Toc484334680][bookmark: _Toc232226443]Technical Safeguards
To be completed at a later date.

<A technical safeguard is defined as any automated process that assures appropriate processing (passwords, read/write keys).>
· User Access:  Describe all requirements for controlling user access and detecting abnormal patterns of use.
· Process Safeguards:  Identify the need for any unique data validation procedures or data encryption that may provide added integrity.
· Security Identification Requirements:  Describe any unique requirements to be imposed on the system for automated labeling or display of security identification.
[bookmark: _Toc484334681][bookmark: _Toc232226444]System Monitoring and Auditing
To be completed at a later date.

<Describe all user requirements for the production of an audit trail including automated reports or journals necessary to monitor the system.  Monitoring may be provided by this system or by another system.>

[bookmark: _Toc484334682][bookmark: _Toc232226445]Journalizing
To be completed at a later date.

<Journalizing is the recording of selected events as they occur within the system, and provides the basis for monitoring the processing and use of data and the use of computer resources.

Describe all journalizing requirements for the system.>
[bookmark: _Toc232226446]Triggering Criteria
To be completed at a later date.

<Describe the conditions (functions, events, dates, times, unusual circumstances) that will cause the creation of an entry in a journal.>
[bookmark: _Toc232226447]Identification Information
To be completed at a later date.

<Describe the identification information, such as date, time, system or function identification, user name, terminal identification, and location, to be recorded in each type of journal entry.>
[bookmark: _Toc232226448]Application Data
To be completed at a later date.

<Identify the application systems data to be recorded for each type of journal entry.>
[bookmark: _Toc484334683][bookmark: _Toc232226449]Journal Use
To be completed at a later date.

<Identify the procedural and management requirements for review of the journal and follow-up action.>
[bookmark: _Toc484334684][bookmark: _Toc232226450]Audit Trail
To be completed at a later date.

<Describe all user requirements for an audit trail, such as total transactions processed by location, time, type and retention periods.>
[bookmark: _Toc232226451]Transactions Back to Original Source Documents
To be completed at a later date.

<Describe transactions back to original source documents.>
[bookmark: _Toc232226452]Transactions Forward to Summary Totals
To be completed at a later date.

<Describe transactions forward to summary totals.>
[bookmark: _Toc232226453]Summary Totals Back to Component Transactions
 To be completed at a later date.
 
<Describe summary totals back to component transactions.>
[bookmark: _Toc484334685][bookmark: _Toc232226454]All Record Disposition Schedules
To be completed at a later date.

<Describe all record disposition schedules covering the electronic files of finance and accounting systems or their feeder systems.>


[bookmark: _Toc527953323][bookmark: _Toc67755745][bookmark: _Toc77392616][bookmark: _Toc232212637][bookmark: _Toc232226455]Approvals



Prepared by	____________________________________________________________
Project Manager						Date
Approved by	____________________________________________________________
Project Sponsor						Date
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