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1. PURPOSE:

The purpose of this document is to deliver the standard configurations and security specifications to
Bureau of Land Management (BLM) IT support staff. This document is intended for use only by
knowledgeable IT personnel; it is not a user-level operating manual. This standard establishes the
requirements and implementation instructions to ensure this electronic document conversion task is
accomplished in a consistent and secure manner.

2. SCOPE:

These configurations encompass both the HR eOPF Full-Access Workstations and the HR eOPF Read-
Only Workstations.

2.1.HR eOPF Full-Access Workstations are capable of performing all of the functions defined for an
HR eOPF employees with full licensing. The HR eOPF Full-Access Workstations are installed
with the standard workstation install and with the following listed additional Applications:

McAfee’s DAR whole disk encryption software,

Symantec's Host Data Loss Prevention software (formerly known as Vontu),
OMB’s eOPF software,

AVI software,

Kofax scanner software, and

A scanner.

2.2. The HReOPF Read-Only Workstations are capable of ‘reading’ OPF files, downloading selected
OPF files, and printing said files as required. No other functionality is envisioned or allowed for
the HR eOPF Read-Only Workstations. The HR eOPF Read-Only Workstations are installed
with the standard workstation install and with the following listed additional Applications:

e McAfee’s DAR whole disk encryption software,,
e Symantec's Host Data Loss Prevention software (formerly known as Vontu), and
e OMB’s eOPF software.

3. REQUIREMENTS:
3.1.Business Requirements

3.1.1.Record File Format

3.1.1.1. Adobe Portable Document format (PDF) records created by the scanning software
shall be compliant with PDF versions 1.0 through 1.4.

3.1.1.2. PDF records created by the scanning software shall be free of all security settings
and restrictions that prevent third parties from opening, viewing, or printing the
record.

3.1.1.3. PDF records created by the scanning software that reference fonts other than the
“base 14 fonts” shall have those fonts referenced in the record embedded within the
PDF file.

3.1.2.0ptical Character Recognition

3.1.2.1. PDF records that contain embedded searchable text based on Optical Character
Recognition (OCR) must be identical in content and appearance to the source
document.
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3.1.2.2.

3.1.2.3.

PDF records that have been OCR’d by the scanning software shall not substitute
OCR output text for the original text in the source record.

PDF records that have been OCR’d by the scanning software shall not be saved
using any process which compresses the output file based on loss or other
compression methods.

3.1.3.Image Scan Quality

3.1.3.1.
3.1.3.2.
3.1.3.3.
3.2.1T Security

Bi-tonal (1-bit) scanning shall be processed between 300ppi and 600ppi.
Gray Scale (8-bit) scanning shall be processed between 300ppi and 400ppi.
Color (24-bit RGB) scanning shall be processed between 300ppi and 400ppi.

Requirements

All requirements in this section apply only to those Human Resources machines that are configured /
enabled to perform electronic document conversion in support of the OPM eOPF system:

3.2.1.Client

Computer Configuration Requirements

3.2.1.1.

3.2.1.2.

3.2.1.3.

3.2.1.4.

3.2.1.5.

3.2.1.6.

All computers, excluding thin-clients, shall be encrypted using the Department of the
Interior’s standardized Data at Rest (DAR) Encryption solution.

All computers, including thin client machines, shall have host/endpoint level Data
Loss Prevention software installed and active at all times.

All computers shall be configured to store scanned / converted eOPF documents to a
standardized directory on the local system (or local instance on the central / Terminal
server in the case of Thin Clients).

All computers, including thin client machines, shall be configured with an active BIOS
password.

All computers, excluding thin client machines, shall have their BIOS configured to
boot directly from the computer’s internal Hard Disk Drive and shall disable boot from
external media, including CD and USB media.

All computers and thin client machines shall be physically locked to the desk or
workstation at which they are used.

3.2.2.Data Loss Prevention

3.2.2.1.

3.2.2.2.

3.2.2.3.

3.2.2.4.

3.2.2.5.

The host / endpoint Data Loss Prevention capability shall be integrated into the
Department of the Interior's central Data Loss Prevention management infrastructure.

The host/endpoint Data Loss Prevention capability shall be configured to block and
centrally log attempts to write unencrypted files and documents containing
Personally Identifiable Information (PIl) and other sensitive data to removable media
at all times (for non FOIA-Officers).

The host/endpoint Data Loss Prevention capability shall be configured to block and
centrally log attempts to attach unencrypted files and documents containing PIl and
other sensitive data to electronic mail documents.

The host/endpoint Data Loss Prevention capability shall be configured to block and
centrally log attempts to upload unencrypted files and documents containing PIl and
other sensitive data through unencrypted internet sessions (i.e. HTTP, FTP, Telnet).

The host/ endpoint Data Loss Prevention capability shall be configured to centrally
log attempts to copy (using the copy/paste functionality) PIl and other sensitive data
to the operating system clipboard.

Page 5 of 31
Sensitive But Unclassified — For Official Use Only



&=/ NATIONAL ) US Department of Interior

??"5“““” Bureau of Land Management
PUBLIC LANDS
eOPF TECHNICAL IMPLEMENTATION GUIDE, dated 12/07/2010

3.2.2.6. The host/endpoint Data Loss Prevention capability shall be configured to centrally
log attempts to write unencrypted files and documents containing PIl and other
sensitive data to removable media when the write attempt is completed by a
designated FOIA Officer.

3.2.2.7. The host/endpoint Data Loss Prevention capability shall be configured to centrally
log and/or block attempts to print files and documents containing Pll and other
sensitive data.

3.2.2.8. The host/endpoint Data Loss Prevention capability shall be configured to centrally log
and/or block attempts to upload unencrypted files and documents containing PIl and
other sensitive data to unauthorized encrypted internet sessions (i.e. HTTPS, SFTP,
etc).

3.2.3.Encryption Requirements

3.2.3.1. All files and documents containing PII and other sensitive data written to removable
media shall be encrypted.

3.2.3.2. All files and documents containing PIl and other sensitive data shall be encrypted
prior to being sent through e-mail.

3.2.3.3. The Lotus Domino / Notes Encryption capability shall NOT be a sufficient means of
encryption for sending PIl and other sensitive data to sources outside the Bureau.

3.2.4.Active Directory Requirements

3.2.4.1. eOPF related documents shall not, at any time, be stored in a user’s roaming profile.

3.2.4.2. An Active Directory security group shall be created to track all BLM personnel
authorized to perform eOPF related electronic document conversion tasks.

3.2.4.3. The eOPF Active Directory group membership shall be centrally maintained by BLM
National Operations Center Human Resource Management personnel.

3.2.4.4. The Department of the Interior Enterprise Active Directory log management system
shall be configured to alert on any changes to the eOPF Active Directory security

group.
3.2.5.Scanning Requirements

3.2.5.1. Scanners used to support eOPF electronic document conversion shall not store
scanned data to any means or type of internal storage device (permanent or
removable) at any time.

3.2.5.2. Scanners shall be within a reasonable distance from the scanning party’s work area
S0 as to ensure documents left on the scanner are monitored and controlled.

3.2.5.3. The software used to perform scanning shall be configured to perform text on image
optical character recognition (OCR) during document conversion to PDF.

3.2.5.4. The software used to perform scanning shall be configured to embed a uniform
electronic tag into each converted document to assist in the identification of
documents converted under the eOPF project.

4. SOLUTION DETAILS:

4.1.Data at Rest Encryption

BLM uses the Department of the Interior’s standardized Data at Rest (DAR) encryption tool, McAfee
Endpoint Encryption for PC’s (MEE-PC), formerly known as Safeboot to protect sensitive data. The
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MEE-PC solution shall be the only authorized means of meeting DAR encryption requirements on
eOPF authorized electronic document conversion computers.

All machines, excluding thin-clients, which are authorized to perform eOPF related electronic
document conversions (i.e. day-forward scanning) shall have the DAR software installed. Where thin
client machines are designed to store operating data on a central server, the encryption of the limited
local storage capability on the thin-client machine itself does not enhance the overall security of the
system. In addition, the MEE-PC agent is not compatible with Microsoft Windows XP Embedded, and
other such limited operating systems normally associated with thin-client computing.

When implemented on non thin-client machines, the DAR encryption software shall be configured as
follows:

e The McAfee ePO agent shall be installed and active on all eOPF machines
e The MEE-PC agent shall be installed and active on all eOPF machines

e Full Disk Encryption (FDE) shall be in use on all eOPF machines (i.e. all fixed storage shall
be encrypted using the MEE-PC solution, simply having the agent installed is not sufficient)

e Pre-Boot Authentication (via username/password or DOIAccess Card) shall be required by
the MEE-PC agent on all eOPF machines

The Bureau DAR communications and management architecture is depicted in Appendix A to this
Standard.

4.2.Data in Transit Protection

In some limited cases it may be necessary to transmit eOPF related documents, or other documents
containing sensitive data, via e-mail or websites other than OPM’s eOPF application. In these cases,
the files and documents must be encrypted to protect against inadvertent disclosure of Privacy Act
and/or other sensitive data.

The use of the Lotus Domino / Notes encryption is an unacceptable encryption method.

Note that the Data Loss Prevention capability discussed in section 3.3 of this standard will be
configured to monitor the transmission of sensitive data via Lotus Domino / Notes, as well as via the
Web. Any attempt to transmit sensitive data via either of these methods without properly encrypting
the data first will be blocked and centrally logged. Such attempts may be logged as IT Security
incidents and reported to the Bureau Privacy Officer for follow up and remedial actions.

4.3.Data Loss Prevention

BLM owns and uses the Department of the Interior’s standardized Data Loss Prevention (DLP) tool,
Symantec Vontu (Vontu). The Vontu solution shall be the only authorized means of meeting DLP
requirements on eOPF authorized electronic document conversion computers.

All machines, INCLUDING thin-clients, which are authorized to perform eOPF related electronic
document conversions (i.e. Day-Forward scanning) shall have the DLP software agent installed.

When implemented, the DLP software shall be configured as follows:
e The Vontu agent shall be installed on all eOPF machines, including thin-client installations
e The Vontu agent shall be configured to report to ilmocop3vmapdIp.bim.doi.net

All management and configuration of data control rule-sets to be applied to the Vontu agent shall be
controlled by WO590 staff co-located at the Department of the Interior Advanced Security Operations
Center (ASOC) in Reston, VA. At a minimum, the following rule-sets shall be applied:

e Discover, log, and report on all use and movement of Pl and other sensitive data on eOPF
machines
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e Discover, log, and block attempts to move PII and other sensitive data onto removable media
unless the data is properly encrypted

e Discover, log, and block attempts to move Pl and other sensitive data via e-mail unless the
data is properly encrypted by means other than Lotus Notes internal encryption

e Discover, log, and block attempts to move Pll and other sensitive data via the web unless the
data is properly encrypted and destined for a known web address or domain.

e Discover and log attempts to copy Pll and other sensitive data to the operating system
clipboard

Potential incidents shall be managed through the Symantec Vontu Enforce server located in the
Department ASOC in Reston, VA. WO590 personnel shall monitor incoming events and filter out
false-positives. Actual and potential violations of established policies for the care, use, and protection
of Pll and other sensitive data shall be logged as a potential security incident and referred to the
Bureau Privacy Officer and responsible IT Security Manager for follow-up, confirmation, and
remediation.

Note that due to the architecture used to implement DLP within the Department, local and Bureau SA
personnel will not have visibility into the Vontu Enforce management application. If the Vontu agent
installed on the client is suspected as a root cause during system troubleshooting activities
responsible SA personnel should contact WO590 for assistance.

The Bureau DLP communications and management architecture is depicted in Appendix B to this
Standard.

4.4.Scanning & Electronic Document Conversion Process
4.4.1.Software Solution

In order to meet the combined Business and IT Security requirements associated with eOPF
related electronic document conversion the Bureau is implementing a standardized document
batch-scanning and governance capability. This capability requires the use of Kofax Express
Desktop batch scanning software. This software has been customized by NOC and WO590
personnel to support the underlying document conversion and governance requirements. The
use of software other than Kofax Express Desktop when fulfilling eOPF “day-forward” scanning
requirements is expressly prohibited. Any use of software other than Kofax Express Desktop by
BLM personnel to support eOPF electronic document conversion will be logged and reported as
an IT Security incident.

The following specific customizations have been applied to Kofax Express Desktop to meet the
eOPF electronic document conversion requirements:

e Documents shall be scanned at 300dpi

e Documents shall be automatically converted using “Text on Image” Optical Character
Recognition (OCR) to create searchable Adobe Portable Document Format (.pdf) files

e Documents shall be automatically “tagged” with specific meta-data strings which help to
identify them as eOPF related electronic documents (such meta-data strings will be used
by the Data Loss Prevention system to automatically segregate eOPF scanned files from
other documents containing sensitive data when applying rule-sets)

e Documents shall be exported to a specific / known location on user’s local drive which is
outside of their roaming profile

In order to be compliant with this standard Kofax Express Desktop shall be installed according to
the instructions in section 4. Any exceptions to the instructions in section 4 must be approved by
the NOC Branch of IRM Operations and the Bureau CISO.
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4.4.2 Hardware Reguirements

The selection of Kofax Express Desktop brings with it specific requirements for supported
scanner hardware. Kofax certifies scanners for use with this software package, and only certified
scanners are authorized for use in support of the eOPF electronic document conversion
requirement. This standard presents three lists of scanners as follows:

Certified & Tested by BLM: These scanners have been tested with Kofax Express by the
vendor as well as by BLM. Advanced features (multi-feed, color drop out, and feeder
speed), if available from the scanner, are available directly from the Kofax Express
Interface.

Certified by Vendor: These scanners have been tested with Kofax Express by the

Vendor, but not by BLM. Advanced features (multi-feed, color drop out, and feeder
speed), if available from the scanner, are available directly from the Kofax Express
Interface.

Compatible: The scanner has not been tested with Kofax Express by the vendor or by
BLM. However, these scanners are compatible with other Kofax products, and as such,
have been rated as “compatible” by the vendor. Advanced features (multi-feed, color
drop out, and feeder speed) are configured through the scanner driver instead of the
Kofax Express interface. NOTE: The use of these models is recommended only if
already in use at your organization.

Depictions of the allowable scanner connection methods are included in Appendix C to this
document.

Scanners Certified by the Vendor & Tested by BLM WO-590 Staff

Simplex Speed Duplex Speed Est. GSA
Scanner Model @ 300dpi @ 300dpi Interface Cost
Epson GT-2500 4ppm lipm USB $450
Epson GT-S80 30ppm 60ipm USB $750
Fujitsu fi-6130 30ppm 60ipm USB $900
Table 3 — 1, Scanner Hardware — Vendor Certified & BLM Tested
Approved Scanners Certified by the Vendor
Simplex Speed Duplex Speed Est. GSA
Scanner Model @ 300dpi @ 300dpi Interface Cost
Canon DR-3010C 22ppm 44ipm USB $725
Epson GT-S50 19ppm 38ipm uUsB $400
Fujitsu fi-5120C 18ppm 36ipm USB / SCSI $900
Fujitsu fi-6230 30ppm 60ipm usB $1,300
Kodak ScanMate i1120 15ppm 30ipm usB $425
Kodak i1210 /1220 22ppm 44ipm USB $610
Panasonic KV-S1025C :
with SS-080 Flatbed 21ppm 42ipm USB $800
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Panasonic KV-S1045C 30ppm 60ipm USB $900
Table 3 — 2, Scanner Hardware — Vendor Certified
Approved Compatible Scanners
Scanner Model @ 3%(%%? z(egtri) r?qzotled) @300 ;IJ‘ia)ZessE[)ierfgted) Interface
Bowe bel & howell 18ppm 36ipm UsB
Canon DR-1210C 4ppm N/A USB
Canon DR-2010C 17ppm 34ipm USB
Canon DR-2050C 14ppm 28ipm USB
Canon DR-2080C 14ppm 28ipm USB / SCsSI
Canon DR-2510C 22ppm 44ipm USB
Canon DR-2580C 15ppm 30ipm USB
Epson GT-20000 1ppm N/A USB / SCSI
Epson GT-1500 1ppm N/A USB
Fujitsu fi-4120C lel‘z)%r:‘n ((?JCSE')) zllliigrr"n ((?JCSSBI)) USB/SCS|
Fujitsu fi-4120C2 19ppm 38ipm USB
Fujitsu fi-4220C lel‘z)%r:‘n ((?JCSE')) zllliigrr"n ((?JCSSBI)) USB/SCS|
Fujitsu fi-4220C2 19ppm 28ipm USB
Fujitsu fi-5015C 12ppm N/A USB
Fujitsu fi-5110C 13ppm 26ipm USB
Fujitsu fi-5220C 18ppm 36ipm USB
HP Scanjet 7800 18ppm 36ipm USB
HP Scanjet 8270C 15ppm <lipm USB / SCsSI
HP Scanjet 8290C 18ppm lipm USB
HP Scanjet 8350 18ppm 36ipm USB
HP Scanjet 8390 27ppm 54ipm USB
HP Scanjet N7710 26ppm 52ipm USB
HP Scanjet N8420 18ppm 36ipm USB
HP Scanjet N8460 22ppm 44ipm USB
Kodak i30 21ppm N/A USB
Kodak i40 21ppm 42ipm USB
Kodak i50 9ppm N/A Firewire

Sensitive But Unclassified — For Official Use Only
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Kodak i60 13ppm 18ipm Firewire
Kodak i80 22ppm 28ipm SCsl
Panasonic KV-S1020C 21ppm N/A uUsSB
Panasonic KV-S2026C 18ppm 3lipm uUsSB
Panasonic KV-S2028C 16ppm 27ipm uUsSB
Visioneer 9650 USB 6ppm N/A uUsSB
Visioneer 9650i 6ppm N/A uUsSB
Visioneer Patriot 470 18ppm 27ipm uUsSB
Visioneer Strobe XP200 4ppm N/A uUsSB
Visioneer XP450 18ppm N/A UsSB
Xerox DocuMate 250 13ppm N/A Ethernet
Xerox DocuMate 252 18ppm 27ipm Ethernet
Xerox DocuMate 262 19ppm 33ipm Ethernet
Xerox DocuMate 262i 28ppm 46ipm Ethernet
Xerox DocuMate 272 21ppm 36ipm Ethernet
Xerox DocuMate 520 13ppm N/A Ethernet

Table 3 — 3, Scanner Hardware — Vendor Compatible

Note that if the scanner model you wish to use is NOT listed in one of the tables above it may not
function. If it doesn’t function, you may to procure one of the above listed scanners.

4.4.3.Network (i.e. Direct Ethernet Connection) Scanners

The use of networked scanners is allowed, so long as the implementation meets the following
requirements / restrictions:

e The scanner shall not at any time write the scanned image to its internal storage
capability (if one is present)

e Scans shall always be initiated from the Kofax Express Desktop software, the use of
“Direct to Network” scanners which copy scanned images to an open network share
without interacting with scanner software is expressly prohibited

e The client machine (where the user initiates the scan) and the scanner itself must be in
the same IP subnet / VLAN

¢ Network scanners used to support eOPF related electronic document conversion shall be
physically located in a locked and controlled space within a reasonable distance from the
user’s work area so as to ensure documents left on the scanner can be monitored by
responsible HR personnel

4.4.4.Shared Scanners

Certain direct-connect (i.e. via USB) scanners have the capability to be “shared” from a computer
over the network using an ISIS network server. Some of the scanners in Tables 3-1, 3-2, and 3-3
have this capability. It is acceptable to use a shared-network scanner so long as the following
restrictions are in place:
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e The scanner must be connected to a machine which is otherwise authorized to perform
electronic document conversion in support of eOPF

e The client machine (where the user initiates the scan) and the server machine (where the
scanner is connected) must be in the same IP subnet / VLAN

e The scanner must be within a reasonable distance from the user’s work area so as to
ensure documents left on the scanner can be monitored by responsible HR personnel

Note that should an organization wish to share a USB-connected scanner over the network it is
their responsibility to configure and test the scanner to ensure proper functionality. Such a
configuration may require changes to BLM’s standard system configurations including file sharing
and firewall configurations. Such changes shall be identified and coordinated by the requesting
organization; no central support for this configuration shall be supplied.

4.5.Local Configurations

Local System Administration personnel shall ensure the following local physical security measures
have been implanted on systems used to support eOPF Electronic Document Conversion tasks:

e Enable the BIOS password on the workstation

e Configure the workstation BIOS to only allow the system to boot from the internal Hard Drive,
disable all means of booting from removable or external media

e Install a cable lock to secure the system to the systems furniture or desk at which the system
is installed

e Ensure the installed scanner is listed in Table 3-1, 3-2, or 3-3 of this document.

e For Xerox DocuMate scanner models, ensure the scanner is configured to purge all scanned
images from persistent storage devices within the scanner

e Ensure the installed scanner is located within a reasonable distance from the Human
Resource Management employee so as to ensure documents left on the scanner can be
monitored

4.6. Active Directory Configurations

The NOC Branch of IRM Operations / IT Systems Management Section (OC363) will create an Active
Directory security group to track Human Resource Management personnel whose systems will be
used to perform eOPF related Electronic Document Conversion tasks. Membership in this group will
be managed by the NOC Division of Human Resource Services (OC200). OC200 staff will perform
periodic audits of this group’s membership to ensure that unauthorized personnel do not have access
to the eOPF system.

An Active Directory logoff script will be created and linked to the Active Directory security group
created above. This logoff script will purge all files from the c:\tmp\eOPF\scans and
c:\tmp\eOPF\batches directories whenever a user logs off the system. This will ensure no PIl or other
sensitive data is orphaned on a system which could be accessed by non-Authorized users.

4.7.Requirements Traceability Matrix

4.7.1.Business / Functional Requirements

The matrix below provides a visual cross-reference between the Business / Functional
requirements presented in section 2.1 and the solution details presented in sections 3.1 through
3.6.
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2.1.1.1 PDF Record Versions XX
2.1.1.2 PDF Security Settings XX
2.1.1.3 PDF Fonts XX
2.1.2.1 Include Exact Image with OCR XX
2.1.2.2 Include Original Text in OCR Image XX
2.1.2.3 Restriction on File Compression XX
2.1.3.1 Bi-Tonal PPl Requirement XX XX
2.1.3.2 Gray Scale PPl Requirement XX XX
2.1.3.3 Color PPI Requirement XX [ XX

Table 3 — 4, Business Requirements - RTM

4.7.2.1T Security Requirements

The matrix below provides a visual cross-reference between the IT Security requirements
presented in section 2.2 and the solution details presented in sections 3.1 through 3.6.
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2.2.1.1 DOI DAR Installation XX XX
2.2.1.2 DLP Installation XX
2.2.1.3 Local Storage for Scans XX
2.2.1.4 BIOS Password XX
2.2.1.5 BIOS Configuration XX
2.2.1.6 Physical Security XX
2.2.2.1 DOI DLP System XX
2.2.2.2 DLP on Removable Media (Non-FOIA) XX
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2.2.2.3 DLP on E-mail XX

2.2.2.4 DLP on Unencrypted Internet Sessions XX

2.2.2.5 DLP Copy & Paste XX

2.2.2.6 DLP on Removable Media (FOIA Officers) XX

2.2.2.7 DLP Print-Job Logging XX

2.2.2.8 DLP on Unauthorized Encrypted Internet XX

2.2.3.1 Encryption of Removable Media XX XX

2.2.3.2 Encryption of E-mail XX | XX

2.2.3.3 Lotus Notes Encryption Restriction XX

2.2.4.1 Roaming Profile Restriction XX XX

2.2.4.2 Active Directory Group Creation XX
2.2.4.3 Active Directory Group Management XX
2.2.4.4 Active Directory Group Monitoring XX
2.2.4.5 Active Directory Logoff Script XX
2.2.5.1 Electronic Storage on Scanner XX XX
2.2.5.2 Distance to Scanner XX
2.2.5.3 Data OCR for DLP Discovery XX XX

2.2.5.4 Data Tagging for DLP Discovery XX

Table 3 -5, IT-Security Requirements - RTM

5. IMPLEMENTATION INSTRUCTIONS

5.1.Minimum / Recommended Client System Requirements

5.1.1.The following represent the minimum system requirements necessary to support eOPF
Electronic Document Conversion tasks:

¢ Intel Pentium 4 (or equivalent) processor at 2Ghz

e 1GB of RAM

e 1GB of available Hard Disk Space

e Windows XP 32-bit (Windows 7, 32 and 64-bit, is supported)

5.1.2.The requirements below are the recommended system configurations for workstations
supporting eOPF Electronic Document Conversion tasks.

Note
The scan speeds shown in Table 3-1, 3-2, and 3-3
assume the recommended system configuration shown
below is in use.

e Intel Core 2 Duo (or equivalent dual-core model) processor at 1Ghz or higher
e 2GB of RAM

e 1GB of available Hard Disk Space

e Windows XP 32-bit (Windows 7 32- and 64-bit are supported)
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5.2.

5.3.

5.4.

McAfee Data at Rest Encryption

5.2.1.Licensing Considerations

The McAfee Endpoint Encryption for PC licensing is centrally procured and supported. Local
States / Centers bear no direct responsibility to fund this licensing. Sufficient licensing was
procured to cover all Bureau users and workstation class devices.

5.2.2.Software Installation Procedures

Installation of the McAfee ePO and MEE-PC agents is the responsibility of the NOC Branch of
IRM Operations, IT Systems Management Section (OC363). A central deployment plan and
capability that utilizes the Bureau’s systems management software, Microsoft System Center
Configuration Manager (SCCM), was developed in coordination with WO590. Procedures to
accomplish the installation and configuration of this toolset are beyond the scope of this
Standard. Local SA personnel should contact the NOC IT Systems Management Section
(OC363) for additional assistance.

5.2.3.BLM DAR Capability System Architecture

The Bureau DAR communications and management architecture is depicted in Appendix A to this
Standard.

Symantec Vontu Data Loss Prevention

5.3.1.Licensing Considerations

The Symantec Vontu licensing will be centrally procured and supported. Local States / Centers
bear no direct responsibility to fund this licensing. Sufficient licensing will be procured to cover all
Bureau users and workstation class devices.

5.3.2.Software Installation Procedures

Installation of the Symantec Vontu Endpoint Prevent DLP agent is the responsibility of the NOC
Branch of IRM Operations, IT Systems Management Section (OC363). A central deployment
plan and capability that utilizes the Bureau’s systems management software, Microsoft System
Center Configuration Manager (SCCM), was developed in coordination with WO590. Procedures
to accomplish the installation and configuration of this toolset are beyond the scope of this
Standard. Local SA personnel should contact the NOC IT Systems Management Section
(OC363) for additional assistance.

5.3.3.BLM DLP Capability System Architecture

The Bureau DLP communications and management architecture is depicted in Appendix B to this
Standard.

Kofax Express Desktop Batch Scanning Software

5.4.1.Licensing Considerations

The NOC Division of Human Resources Management (OC200) is providing 200 licenses of Kofax
Express Desktop for use by Bureau Human Resources personnel in support of eOPF “Day-
Forward” scanning requirements. Licenses shall be managed by OC200 personnel. The Kofax
Express Desktop software shall not be installed on State / Center computers until OC200
confirms a license is available for installation on each system, or until a separate license is
procured by the responsible State / Center. Procurement of licenses in excess of the 200
provided by the NOC shall be the responsibility of the requesting State / Center HR organization
and their supporting IRM organization.

5.4.2.Software Installation Procedures
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The installation of Kofax Express Desktop must be completed by a user who has
local Administrator rights on the target machine. Non-Administrative users
should contact their local help desk or system administrator for assistance prior
to proceeding.

54.2.1.

54.2.2.
5.4.2.3.
54.2.4.

5.4.2.5.

Obtain a copy of the software from the National Configuration Management
repository. NOTE: The ONLY authorized installation package is the one posted in
the CM repository. This installation package was customized to meet the Business
and IT security requirements defined in section 2.2 of this document. Use of
installation media other than the package posted to the CM repository will result in a
non-compliant configuration. Unauthorized installations will be reported to WO590
and logged as a potential security incident.

Extract the installation package to the c:\tmp directory on the target machine.
Open the directory c:\tmp\kofax-express\bim.

Execute the batch file machineprep.bat. This batch file will call a Visual Basic script
intended to prepare the machine to support BLM’s specific implementation of the
Kofax Express Desktop product in support of eOPF. The following steps will be
completed and acknowledged to the screen;

e Check to ensure c:\tmp directory exists

o Create c:\\tmp\eOPF directory

e Create c:\tmp\eOPF\batches directory

e Create c:\tmp\eOPF\scans directory

e Create c:\tmp\eOPF\scripts directory

e Copy eopf-delete.vbs script to the c:\tmp\eOPF\scripts directory

e Create Desktop shortcut to c:\tmp\eOPF\scans directory

e Create Desktop shortcut to c:\tmp\eOPF\scripts\eopf-delete.vbs
Navigate to the directory c:\tmp\kofax-express.

e Execute the setup program called setup.exe in the c:\tmp\kofax-express
directory.

¢ Run as- needs elevated privileges
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e Click finish.

5.4.2.6. When the setup program has completed navigate to the directory c:\tmp\kofax-

express\servicepacks.

e Execute the setup program called setup.exe in the c:\tmp\kofax-
express\servicepacks directory to install Kofax Express Desktop Service

Pack 1.

Sensitive But Unclassified — For Official Use Only

Page 17 of 31



“g

\Frusiic Lanps,

SYSTEM OF
PUBLIC LANDS

US Department of Interior
Bureau of Land Management
eOPF TECHNICAL IMPLEMENTATION GUIDE, dated 12/07/2010

8 Service Packs

Pis Ect Ve Fascriss  Todk  Haip o
st - 03 - T s | roken | [T

Addrass J2 Copripora el b e-ene el Sena Packs A8

Frkiers M |
] L
o 1z
o e
R
L a0ez
1 L) dhchrralres [risers
= Confiy
B 1 s
B i Dol D

i Experl T0F

& J Expretonmmcion

2 ] Bxpotinrn

= 1) FodderZoan
) Endu ASF] Cyivere

I EPorreete

B el
T

B I R
] Predeleed
]
L Sarvics Fuda

1) Thawas

] L‘I daind.cah

w1 [ osindoah

# L) st wewipeess 3

o s nteshisk M-

¢ Run the setup.exe

Kofax Express Update - SP1 - InstalliShield Wizard

Maintanancs Complete

IrztalShinkd Wirard has finidhed prilciming menlsrencs opmations on Ealas Eprecs Updats
-1

I [

Iretad 15 | cpa I [Firisid

e Click on FINISH to complete SP1 upgrade.

4.4.27 Each individual scanner type has its own executable installation file. These files are
located at http://www.kofax.com/support/Express/2.0/2.0 _downloads.asp

e Download the executable for the Approved scanner being used to the c:\tmp folder
and run it with elevated privileges.
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InstallShield Wizard x|

Setup Status

F.ofax Express Scanner Component 2.0 for Epzon GT-580 Setup is performing the requested
operations.

Inztalling:
CAWINDOMWS Swain_32%escndyies00944egimadet. dll

IrztallShield

Cancel

e When the Component Installer completes click finish and close out all folder
windows. Proceed to Step 4.4.3 to verify the software installed properly, and to
register the license keys.

InstallShield Wizard

@ Installation Operation Completed

Installabon Completed

Irstallation of Kolax Expeess Scarmer Component 2 0 for
Epson GT-580 has been completed

4.4.3 Open the Kofax express icon on the desktop

e Navigate to the License registration via the HELP option.
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o el S oo | Jossana |2 11] M) |
[— ) et | iotax || Geerss || Thertas
Curreet Scanmer: Epzon GT-530 Ky [ Activate & software kense |

(&3 Perform: — 4
Pages 1
Inages t
Pages per mente (ppe) 0
Images per minute (pm) 0
Blagpsad tere () 0.0
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e Enter the license information provided to you for this activation.

Activate Fofas Express o
w

Lirer Ticker sl adthonny

Lot H D] Bl
e D] BLM
Ernad: Y

VRS Wersaom: Z 00 014

L ok

OF weoms heareres 8 Boerece: Oode, enber it here, Otherssice, click Sctiestes.

e Click on activate- it will fail.
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Activate - Connection Failed X

Q 9150 - Unable to contact license server,

The remate server returned an error: (407 Proxy Authentication Required,

L ......... Retr-:l.- .......... J | gal'ltﬁl |

Click on cancel.
You will get the following message:

¢ Aotvate « No Internat Cormection x

The Kofax lcense server coukd not be contacted over the Inkemet, A
cersa code must be entered manuslly € no Inbernet cormection =
avalable on thes computer.

You may use ancther computer connected to the Intermet to abtan &
Ieencs code via the Kofax Web ste ksted below,

The followng fle cortans the requred hoensing nformation;
Ci\Documents and Settrg\All LisersiApplcation DataWol axiof ax Ex

1F you request activabion vis the Web sits, you will need the
nformation provided in the tet fle,

Once you have obtaned a koense code, erer or paste the koense
code nto the activation window's text bax iabeled License Code™ and
ook “Activate.” You can chick "Activate® on the Help Lab to dsplday the
Sctivabion window iater.

Click ok again.

Go to c:\documents and settings\All Users\Application Data\Kofax\Kofax Express

2.0\activate.txt

& Kofax Express 2.0

File Edit View Favorites Tools Help

@Back - u L-’ /':\ Search || Folders v

Address || C\Documents and Settingsiall Users\Application DatalKofaxiKofax Express 2.0

>,

File and Folder Tasks A [l'/, Batches

®ii Renarne this file

@ Move this file (=>= _—
D) Copy this file ‘/, 9

() E-mail this file
iy Prink this file
W Delete this file

Other Places
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e Open the Activate.txt file and copy and paste the info to the web page for
activation.

P Activate.ixt - Notepad

Fle Edt Format Wew Help
Activation Information

User Name: DOI BULM

Company Name: DOI BLM

email: 1 =0 --%001!!.90«;
Part Number: KX=DS00-000

serial number: 5 reesd

Product Code: TwRTEA

Imachine 1o: A e
Product version: 2.00,075

VRS version: 2.00.044

Scanner:

web Instructions
The xofax license server could not be contacted over the Internet. A
If you request a license code via the web site, you can copy and pasti

once you have obtained a license code, enter or paste the Ticense codi

weh site: http://activate, kofax, com/kofaxexpress/activate, aspx

Kofax Express Activation - Windows Internet Explorer

Lty T 8 hetpiffactivote bofax. comibofarenpressioctivate. azpx
Be £t Yew Fyokes Joos bep o ™ @commt « [ Sekect

O & Vo Menagerent - User M. M8 Vofax bxpress Actwvation

KOFAX:#

Software Salutions Services Support Distribution Panpers

Kofax Express

Kofax Express Activation License Code
Please all of the Desdorw 10 gat your license code,

Actvation is 3 one-Sme operation that takes just a few seconds. A license code will}
provided wiich you must enler on your PC. We will guard the personsl informaton
YOu Share with us,

‘Requied Flelds

User identifcation
Hame § o iam%
“Comgany. DOI BLM
“Enait =¥ 8.s = y@bim gov

Product IGanafcason How 1 fng mis information for  +ols S *

“Pathumber. KX [lds00  |ocor
“Senal Number LT W™I7
"Proguct Code: PRy "4
Yerson 2.00.075
VRS Version 2 00 044
Scanner
Maching 10 MERE 2070

ot Please enter Maching 1D usng the ollowing foemat
KOO0 XXX { mcluding sl dashes

| Gst Licanse Code | [ Cancal |

Kotax

Crovwreht B 1930, 2010 Knfax ine Al rohte rsasrusd

e Click on Get License Code.
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e Once you have the activation code paste it to the activation window in Kofax

¢ Activate Kofax Express x
Ueer Identification
Name: TDvolﬁBﬁL—IVi |l
Company: ;Dpl BLM (|
Email: 'i—'_- y@blm.gov |
System Identification
Machirie ID: TN |
Scanner: ‘

Product Idsntification

Part Number: :_K;i] - DS - o000t 4}7] 1
serilNumbers  UEWS |
Product Code: Lomm y
Yersion: 2,00,075 !
VRS Version: 2.00.044 i
License Cods
1If you have a license code, enter it here. Otherwise, click Activate.
e I

| activate | | cancel |

Kofax Enprass is Active x

{ !' ’ Congratulations! Kofax Exprass was successfuly activated, Your licerse vl take effect mmadistely.

Level: Dasktop
License Code: ... ..o

Note: To activate your icerse on another computer, you must first deactivate it on this computer by dicking Deactivate from the Help tab.

e Kofax will now be activated.

1.1.1.Verifying Software Configurations

e Navigate to the c:\tmp\kofax-express\blm directory.
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e Execute the file verifyinstall.bat. This batch file will call a Visual Basic script that will
check to make sure the installation went as planned. This script will check the
following items for compliance:

e Verify c:\tmp\eOPF\batches directory exists

e Verify c:\tmp\eOPF\scans directory exists

o Verify c:\tmp\eOPF\scripts directory exists

o Verify c:\tmp\eOPF\scripts\eopf-delete.vbs exists

e Verify BLM Custom Document Exporter has been installed properly

e Verify BLM eOPF custom Job file has been installed properly
1.1.2.First Time Software Load

) Have the end-user log on to the system and launch Kofax Express Desktop using

the link on the user’s desktop.

@ Kofax Express - Scan to Desktop - BATCHOO1
it
H

Scan Seftings  Document £ Rescan VRSComections  JobSetup  BarCodeSetwp  IndexSetwp  Help

FOas-~ r»wBETSH -
Crtont carr:Epson 61380

pson G7-580 & _EOPF

Document 1 - 1 Image - Document Name:

) Above is the actual screenshot verifying Kofax is installed.
) If there are no error messages or warnings about activation, it is properly
installed.

1.2.Considerations for Thin-Client Implementations

Some BLM Human Resource Management users have been assigned thin clients that rely on a back-
end server infrastructure to provide their core functionality. This architecture will require some of the
above installation steps be modified to address the specifics of the thin client implementation.
Whereas thin client implementations have not been standardized across the Bureau, WO590 cannot
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accurately predict the exact changes required to meet the noted requirements on each thin client
implementation.

States / Centers that wish to use thin client machines to perform eOPF related Electronic Document
Conversion shall take the following steps in order to standardize and document their implementation:

e Review the requirements presented in Sections 2.1 and 2.2 to determine if the target thin
client architecture is compliant

NOTE:
Thin client implementations do not generally support
DAR encryption and thus do not need to establish
compliance with the DAR requirement in paragraph
2.2.1.1.

e Review the implementation instructions in section 4 and determine changes / modifications
which are required to accommodate the thin client implementation
e Document and test the desired changes

e Submit a “Request for Variation — eOPF Thin Client Implementation” memorandum to
WO590 for review and approval. This request shall:

o Document all changes required to make the eOPF Electronic Document Conversion
process work within the thin client environment

o Include an affirmative statement that the thin client environment does not rely on
persistent storage which is local to the thin client machine itself which would require
Data at Rest protection measures to secure

o Be signed by the responsible State / Center Chief Information Officer and IT Security
Manager

e The Bureau CISO will review the request for variation and work with the requesting State /
Center to resolve any issues before issuing approval to proceed as requested

2. SAFETY WARNINGS:
No specific safety notices or warnings apply to this Standard.
3. APPLIESTO:

This Standard applies to all Human Resource Management personnel located throughout the Bureau who
have access to the eOPF system.

4. REFERENCES:

BLM Information Technology Security Policy Manual (M-1264-1)
BLM Information Technology Security Policy Handbook (H-1264-1)
Kofax Express 2.0 Getting Started Guide

Kofax Express 2.0 Release Notes

Kofax Express 2.0 Service Pack 1 Release Notes

* All Referenced documents are published on the BLM IT Security MEO SharePoint site located at the
following link: http://teamspace/sites/bitsm/default.aspx

5. WHO IS RESPONSIBLE TO MAINTAIN THIS TECHNICAL IMPLEMENTATION GUIDE:
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This TECHNICAL IMPLEMENTATION GUIDE is maintained by the Bureau eOPF IT project lead at the
National Operations Center

6. DOES THIS CHANGE OR REVOKE ANOTHER TECHNICAL IMPLEMENTATION GUIDE:

This Standard is a “first-issue” document for management and governance of electronic document
conversion tasks associated with the OPM’s eOPF application and does NOT supersede any previously
published Standard(s).

7. HOW CAN THIS TECHNICAL IMPLEMENTATION GUIDE BE UPDATED:

Updates and problems with this TECHNICAL IMPLEMENTATION GUIDE should be brought to the
attention of the eOPF IT project lead at the NOC

8. DATA AND RECORDS MANAGEMENT:

This document is stored and accessible on the BLM IT site located at the following link:
http://teamspace/sites-
oc/sa/Shared%20Documents/Forms/Alllitems.aspx?RootFolder=%2fsites%2doc%2fsa%2fShared%20Doc
uments%2feOPF%201T%20documentation&FolderCTID=&View=%7bA9FE50C3%2d1411%2d4D90%2d
9D2F%2dB0163A9F8DA9%7d

9. WHO SHOULD RECEIVE AND COMPLY WITH THIS TECHNICAL IMPLEMENTATION GUIDE:

This Standard applies to all Human Resources offices and personnel located throughout the Bureau who
have access to the eOPF system. This document should be distributed to and implemented by all such
HR personnel with assistance from Bureau and local IT System Administration personnel.

10. WHO HAS APPROVED THIS TECHNICAL IMPLEMENTATION GUIDE:

This TECHNICAL IMPLEMENTATION GUIDE was reviewed and approved by the following parties prior
to publication:

Melissa Lindholm (W0O590), BLM Chief Information Security Officer
Joseph Yellope (WO590), BLM Deputy Chief Information Security Officer
Ken Wilbert (OC360), NOC IRM Operations Branch Chief

Scott Herbert (OC363), NOC IT Systems Management Section Chief
Annette Martinez (OC200), NOC Division of Human Resource Services
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Appendix A — McAfee ePO & Endpoint Encryption Communications Architecture

BLM NOC - Denver, CO

\

ePO Agent / Server Communications

McAfee ePO

Application Server,
Agent Handler,
Central Repository

McAfee ePO
SQL DB Server

eOPF Scanner
Workstations
(<200)

Figure A — 1, McAfee ePO Communications Architecture

SAFEBOOT 2-SERVER CONFIGURATION IN HOTBACKUP OPERATION
CONCEPTUAL ARCHITECTURE

Boise, ID Datacenter
(NIFC)

Denver, CO Datacenter

(NOC)
/ SFDBBack (SafeBoct Object Directory
\ mmnmmsumm <

from live database on A to B
The Sefelloct primary sarver with
he McAloe 60 server application
Anning on the same phiysial
machine. The SOL datatase wil be

. Posledt or T sepacate Gtabane
| \

worver

OFFLINE
SAFEBOOT SERVER

Clents attompt 10 syncs with the SateBoot
Server (A) first. Thay will always do this until

service on server (B) is started and the chents
wwitch 10 sync with the server (B). They
continus 10 use server (B) They contiewe to
use B until normal secvice in resumed oo

A

SafeBoot Clients
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Figure A — 2, McAfee Endpoint Encryption Communications Architecture

Appendix B = Symantec Vontu Endpoint DLP Communications Architecture

Symantec Vontu
ENFORCE
Management Server

Symantec Vontu
Management
Workstations

DOI Advanced

Security Operations
Center (ASOC)
Reston, VA
Symantec Vontu
ENFORCE
Oracle DB Server
BLM National
Operations Center Vontu DLP Endpoint
Datacenter Agent Manager
Denver, CO IImocop3vmapdlp.blm.doi.net

Outbound to
Management Server
TCP:8000

BLM eOPF
Scanner
Workstations
(<200 total)

Figure B — 1, Symantec Vontu Architecture & Communications Architecture
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Appendix C — Permitted Scanner Connection Architectures

S >
Direct Connection (via USB / SCSI)

- No Scanner Sharing

- Symantec Vontu DLP running on workstation

- McAfee Endpoint Encryption running on workstation

- Kofax Express Desktop running on workstation

Figure C — 1, Direct (USB or SCSI) Scanner Connection — No Scanner Sharing

Page 29 of 31
Sensitive But Unclassified — For Official Use Only



GE==S)NATIONAL ) US Department of Interior

%"'“‘“M OF Bureau of Land Management
PUBLIC LANDS
eOPF TECHNICAL IMPLEMENTATION GUIDE, dated 12/07/2010

Network Connected Scanner (via Ethernet)

- Scanner shared amongst multiple end-users

- Symantec Vontu DLP running on each workstation

- McAfee Endpoint Encryption running on each workstation
- Kofax Express Desktop running on each workstation

Figure C — 2, Networked (Ethernet) Scanner Connection — Shared by Multiple Workstations

Network Shared Scanner (via USB & Ethernet)

- Scanner shared amongst multiple end-users

- Scanner directly connected to single host-workstation

- ISIS scan server software used to share scanner

- Symantec Vontu DLP running on each workstation

- McAfee Endpoint Encryption running on each workstation
- Kofax Express Desktop running on each workstation

Figure C — 3, Shared (USB & Ethernet) Scanner Connection — Shared by Multiple Workstations
Appendix D — Reguest for Variation — eOPF Thin Client Implementation

**This template document is posted to the BLM IT Security MEO SharePoint at
http://teamspace/sites/bitsm/default.aspx
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United States Department of the Interior &&=~

BUREAU OF LAND MANAGEMENT T? 2.
Washington, D.C. 20240-0036 INAMERIGA

http://www.blm.gov

In Reply Refer To:

XXXX (XXX)
Memorandum
To: Melissa Lindholm
Bureau Chief Information Security Officer
From: <Insert Name of State / Center ITSM>

IT Security Manager, <Insert State / Center Name>

Through: <Insert Name of State / Center CIO>
Chief Information Officer, <Insert State / Center Name>

Subject: Request for Variation — eOPF Thin Client Implementation

<Insert State / Center Name> is currently using a thin client system to support Human Resource
Management personnel responsible for performing Electronic Document Conversion tasks
associated with the Bureau’s transition to the Office of Personnel Management’s (OPM)
Electronic Official Personnel Folder (eOPF) capability. Our specific thin client system requires
certain changes to, and variations from, the implementation instructions and restrictions spelled
out in BLM IT Security Technical Implementation Guide entitled “eOPF Electronic Document
Conversion, Implementation Requirements & Instructions” version 1.0. This memorandum
defines the specific variances required and requests approval to proceed with these modifications
within our environment.

The specific variances for which we’re seeking security approval are:

o Relief from the requirement to install Data at Rest Encryption technology on the user
workstation (See paragraph #2.2.1.1 from the referenced Implementation Guide) due to
the lack of persistent storage capability on the thin client workstations currently in use

e Variance #2
e Variance #3

Detailed modifications to the implementation instructions contained in the referenced Technical
Implementation Guide are attached.
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