How to Use BLM’s External SFTA Temporary Account File Sharing

The BLM’s External SFTA Temporary Account File Sharing allows BLM staff and external partners to share files through
the Secure File Transfer Application (SFTA). The BLM staff member must request permissions, establish a folder, and
sponsor their external partner’s account. Once an account is established, the external partner may upload, download
and manage files in the specified temporary folder.

After your BLM Partner has created a Temporary File Sharing Folder account associated with your email address, you will
receive two emails. The first email will come from the SFTA Application with the Subject “SFTA External Temp Account
Details: - PROD Env” and includes a link to the BLM Application Secure System (BASS) authentication system, your
External Userld (User name) and the name of your external Get/Put file sharing folder:

Subject: SFTA External Temp Account Details: - PROD Env
Wed 4/15/2015 5:17 AM
blm_sfta_admin@blm.gov
SFTA External Temp Account Details: - PROD Env

o I

Following shared folder has been created for the users|ill@zmail com and mweimer@blm gov
External Userld : JLYYB18W

Blm Userld : MWEIMER

External Get/Put temp/Test_Secedbb8-c79e-4fe6-8bfa-fee4456eccc8

To access the above location you will need to log in to https://www.bass.blm.gov/bass2/

Your BASS password will arrive in a separate email.

Note: this e-mail was sent from a notification-only e-mail address that cannot accept incoming e-mail. Please do not reply to this message.

The second email will come from the BLM Application Secure System (BASS) authentication system with the Subject
“Your Temporary BASS Password”. This email will include your User name and temporary BASS password.

Subject: Your Temporary BASS Password
User: 2MHSZKVK

This is your temporary BASS password. Please use this password to log into BASS.
IKx)svhSXg0!

Thank You.

This is an automated email. If you have trouble please contact your user rep. Please do not
respond to this email.
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To access SFTA, use these credentials to log into the BLM Application Secure System (BASS) located at:

http://www.bass.blm.gov/bass2/

User: |KSNVEDIG

Password: |..|l.l....--

[Togin | User Smartcard |

It is recommended that you cut & paste your temporary BASS password from the email message you received into the
Password field in the login form. Click the Login button to login to BASS.

On your first login, you will be asked to create a new strong password. Please note the password rules listed on the
page. All passwords are case sensitive.

Password Must Be more then 12 characters in Length!

iIChange Password Password Rules

Néwi Passwords i........m. ® Minimum of 1 numeric character

Minimum of 1 Upper Case character
Confirm I............ @ Minimum of 1 Lower Case character
Password:

Minimum of 1 Special (!@#%, etc) character

Minimum of 2 characters not found in the old password
Maximum of 4 repeated characters

Reguires minimum 12 characters in length (Password will expire
in 60 days)
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http://www.bass.blm.gov/bass2/

To log into SFTA, please click the “SFTA Production” link listed on the My Applications tab in BASS:

" BLM Application Se

N
My Applications

SFTA
SFTA Production

Uploading Files to SFTA

To upload a file to SFTA, select the Put option from the “Get/Put” menu on the horizontal tool bar:

o W, ' . R LS NATIONAL
T Secure File Transfer A 2 [ svsimof

7>\l JLYYB18W GetPut User

Get/Put | § E-1eaming

<Back i Topa 1

Updated December 16, 2020



On the Put Files page, select the Server Name reference in your SFTA Production email (identified as “External Get/Put
temp”) and click the Add Files button.
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Get/Put  $, E-Learning

Get | Put | Remove | Search

Add File(s)

Server Name *: lExternaI Get/Put temp/Test_Secedbb8-c79e-4fe6-8bfa-feed4456acccs Crl

\

Click the light gray “Browse” button to select files from your local computer.

:J TRANSACTIONS
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5) TRANSACTIONS

Add File(s) Upload File(s)

Server Name *: |External Get/Put temp/ExtMonTest_68bf7cEb-7305-4d55-bb24-d20e7a | v |

Path : /ExtMonTest_68bf7c8b-
7305-4d55-bb24-
d30e721f50c9

SubFolder: I

Select File *:

I Browse... l

Add File(s) Upload File(s)
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A Select File(s) window will pop up after your click the Browse button. Select the file(s) to be added from your computer
(one at a time or in a group) and click the “Open” button.
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B Desktop firgjobs 8/ File fo
|| Documents nm 5/ File fo o
" Downloads web 3/ File fo xtMonTest_68bf7c8b-7305-4d55-bb24-d30e7a \L]
D Music waww 11/29/2018 218 PM  File fol 2
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You may also create subfolders by typing a folder name in the SubFolder field. Multiple subfolders can be added by
clicking the “Add File(s)” button again and typing in a new folder name in the new SubFolder Field. Once all files are
added, click the “Upload File(s)” button.
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Server Name *: |External Get/Put temp/ExtMonTest_68bf7c8b-7305-4d55-bb24-d30e7a| v |

Path : /ExtMonTest_68bf7c8b-
7305-4d55-bb24-
d30e7a1f50cS
SubFolder: I J

Select File *:

Jellyfish.jpg(757.5kb) B3
I

l Browse... I

Add File(s) Upload File(s) P
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Once the files have been virus scanned, they will be available for other users with access to the temporary folder to
download. You may add additional files at any time the folder is still active.

Downloading Files from SFTA
To download a file from SFTA, select the Get option from the “Get/Put” menu on the horizontal tool bar:
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From Server * i

Path: root

Check the check box next to the file name(s) you wish to download and click the Get Selection(s) button:

%I Get Selection(s) l

items found, displaying all items.

Subdir(s) and File(s) ﬂ Created/Modified Date&Time

status-blue.html 104 2017/02/08 12:42:03 PM (Wednesday)

status-green.html 83 2017/02/08 12:42:03 PM (Wednesday)

subfolder - 2017/02/08 12:48:03 PM (Wednesday)

3 items found, displaying all items.

This action will open a Save As... dialog on your computer and you can select the location where you wish to download
your file(s). Note that multiple files will be download as a ZIP file.

When you have completed your SFTA session, please click the red Logout button to sign out of SFTA.
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If you have any questions or comments, please contact BLM_SFTA_Admin@bim.gov.
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