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1.0 Introduction

Configuration Management (CM) is a disciplined approach to managing Information Technology
(IT) assets based on industry standards and models. It is one of the key processes the Bureau of
Land Management (BLM) uses to formally manage its IT assets throughout their life cycle.

Chapter 1 provides an overview of the CM process and its goals and objectives. It addresses the
National, State, National Center, and Project level baselines describing their makeup and their
relationship to the Technical Reference Model (TRM). It also provides guidance on how and
when to use this handbook.

Chapter 2 describes the configuration management process, responsibilities, general rules,
organizational relationships, the change management process, reporting requirements, approved

communications, and delivery mechanisms.

Chapter 3 describes the documentation needed for configuration management such as forms,
logs, plans, system design documents, and decision documents.

Chapter 4 describes the relationship with other Bureau core IT related activities. It also briefly
describes the investment management process

Glossary

Appendices

BLM Manual Release No. 1-1680
04/03/03



H-1268-1 Bureau of Land Management 1-2
Configuration Management Handbook

1.1 An Overview of the CM Process

The BLM’s CM process is based on the Institute of Electrical and Electronic Engineers
(IEEE) standard and Systems Engineering Institute’s (SEI) Capability Maturity Model

(CMM) for software development and Institute of Configuration Management’s CM 11
standards for process development. It is also based on life cycle management practices
and is tailored to the BLM’s Investment Management Process (IMP). It is designed to

achieve consistent conformance and accommodate changes to the BLM’s IT assets.

The BLM’s CM process stresses uniformity and integration of activities to assure
coordination and communication occur between the Bureau Program Offices, Executive
Leadership, IT Security, Data, Records, and Architecture personnel. It also focuses on
assuring that IT assets are tested, documented, monitored, and tracked throughout their
life cycle.

The BLM’s CM process activities are divided into three core areas:

Acquisition Configuration Management’s (ACM) objective is to ensure that contracts for
applications, systems, computer hardware, and telecommunications devices include
language that clearly states deliverables in the form of system specifications and
associated documents, a functionality matrix, system pilots, testing requirements, and
associated user documentation. It is performed by acquirers regardless of the purchasing
mechanism selected.

Hardware Configuration Management’s (HCM) objective is to manage and maintain the
integrity of BLM’s desktops, servers, routers, radios, and other hardware with their
correlating operating systems, installed software, firmware and/or accessories. HCM is
typically performed by System Administrators, Network Administrators, Help Desk
Technicians, and other computer support professionals.

Software Configuration Management’s (SCM) objective is to manage changes,
document, validate, and maintain the integrity of software assets throughout their life
cycle. It covers in-house and external software development and commercial-off-the
shelf (COTS) products. While SCM traditionally focused on software development
activities, BLM expanded its role to include COTS and middleware. It is typically
performed by systems engineers, and software and application developers.

Although the three core areas are linked, segregating CM process activities assist
managers and employees with understanding that the responsibility for managing IT

BLM Manual Release No. 1-1680
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assets is everyone’s business. Additionally, it highlights the importance of managing
changes to IT assets so that information about those assets is clear, concise, accurate, and
valid to assist managers with making decisions, and reporting information to clients.

1.2 BLM CM Process Goals and Objectives

CM process goals support the following FY 2002 through FY 2005 Information
Resources Management (IRM) Strategic Plan goals: (1) Improve Management of
Information Technology Assets, (2) Enhance the Transformation of Data Into
Knowledge, and (3) Support the Bureau’s Mission by increasing the Effectiveness and
Timeliness of Service Delivery and Effectiveness of its Human Capital. CM Process
goals will be assessed at the beginning of each fiscal year for compliance to the IRM
Strategic Plan. Table 1 outlines CM process goals and objectives.

Table 1 CM Process Goals And Objectives

Goal 1: The BLM will develop and maintain an integrated CM process to support
its mission and the IRM Strategic plan.

Objective 1 Integrate CM core process requirements with System Coordination
Office (SCO), National Information Resources Management Center
(NIRMC), States, National Centers, Field Offices (FO), and Assistant
Directors (AD) to assure information integrity and accessibility.

Objective 2 Coordination and communication with all BLM employees to ensure
changes to IT assets are managed to help managers make business
decisions based on accurate and valid information.

Objective 3 Review products to ensure they are in compliance with existing IT
architecture, data, records, and IT security.

Objective 4 Maintain historical records of BLM IT assets to ensure traceability.

Goal 2: The BLM will increase the application of CM principles within its program

areas.

Objective 1 Provide a process that ensures Quality Assurance, IT Security, Records,
Architecture, and Data Management activities are followed.

Objective 2 Ensure Version Control is performed for existing and new systems.

Objective 3 Ensure BLM CM baselines are enforced.

Goal 3: The BLM will assure that its workforce understands CM.

Objective 1 Disseminate CM product life cycle policies and procedures throughout the
BLM.

Objective 2 Educate all employees about CM
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1.3  Relationship Between IRM Strategic Goals and CM Process Goals

Table 2 illustrates the relationship between BLM’s FY 2002 - FY 2005 IRM Strategic
goals and the CM Process goals. An “N” indicates that the CM process goal is necessary
to achieve the IRM Strategic goal. An “F” indicates that the CM process goal facilitates
the achievement of the IRM Strategic goal.

Table 2 Relationship Between IRM Strategic Goals and CM Process Goals

BLM IRM Improve Enhance the Support the Bureau’s
Strategic Goals Management of | transformation of | Mission by

BLM CM Process | IT Assets Data Into increasing the

Goals Knowledge effectiveness and

Timeliness of
Service Delivery and
Effectiveness of its
Human Capital
Develop and N N N
maintain an
Integrated CM
process
Increase the N N N
application of CM
principles within
its program areas.
Assure workforce F F N
understands CM.

1.4 Performance Measures

The Government Performance and Results Act of 1993 requires agencies to submit
annual performance plans and prepare annual performance reports at the end of each
fiscal year. Configuration Managers must develop performance measures to rate the
effectiveness of the CM process.
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Configuration Managers should consult with the National CM (NCM) staff on

developing CM performance measures. Examples of CM performance measures are

denoted in Table 3.

Table 3

CM Performance Measures

Performance Measures

Performance Outcome

Product

Average percentage of
time of Intranet

Access to BLM IT asset
information at anytime

Web-based Up-to-date
baseline and an

Availability from any place Automated CM Library
Repository
Reduce number of Improved Accountability | CM Manual and
systems in of BLM Systems Handbook
noncompliance with the | (identification, testing, and | National, State, and
CM Process implementation) National Center CM
Operating Standards
Percentage of IT assets Improved Training Materials,
successfully deployed Communications Briefings, Status
through the CM Process Reports

Percentage of surveyed
users satisfied with CM

Increased Customer
Satisfaction

Customer Satisfaction
Survey

1.5  Handbook Objectives

The CM Handbook and Manual form the foundation for the BLM’s CM process. Table 4
outlines the Handbook’s objectives.

Table 4 CM Handbook Objectives

Objective 1 Implement policy described in the CM Manual.

Objective 2 Clarify organizational roles and responsibilities and their
relationship to other processes in establishing a clear chain of
custody to managing the BLM’s IT assets.

Objective 3 Provide operational instructions to assist BLM employees with
carrying out their day-to-day CM activities.

Objective 4 Provide samples of templates, forms, and plans needed for the
CM process.
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1.6 How To Use The Handbook

This Handbook describes how the policy outlined within the CM Manual will be
implemented. Furthermore, the procedures documented serve as a resource for
implementing a change management process for carrying out the BLM’s CM activities
throughout all levels of the organization. Employees must consult the Handbook or their
local Configuration Manager when an IT asset is being planned, acquired, and when it
arrives on site for compliance with the CM process.

Assistant Directors, State Directors, Chief Information Officers (CIO), and other senior
level management officials may increase the level of management controls within the
process, but may not decrease them. If management decides to supplement policy
direction, the additional policy guidance must be clearly displayed and communicated
throughout their jurisdiction and NCM.

1.7 The CM Baselines

The CM baselines represent a snapshot of all BLM approved IT assets at a particular
moment in time. They are dynamic and are subject to change with each investment
decision that leads to acquisition and deployment of an IT asset. According to the BLM’s
Investment Management Process investment decisions are made by IT Investment
Boards, CIOs, Sponsors and other designated managerial officials. CM is the process
used to document, test, validate, monitor, track, and communicate the outcome of those
decisions prior to acceptance, deployment, and release to BLM.

CM baselines are tools used to maintain a record of those approved IT assets. They may
serve as instruments for decision-makers to forecast usage of IT assets, examine
emerging technological needs and offer an opportunity to consolidate maintenance
renewals, acquire additional licenses or upgrade hardware to maximize savings. CM
Baselines are maintained at the National, State, National Center and Project level. State,
National Center, and Project level CM baselines should be similar to NCM baselines.
The BLM’s National Baselines will be categorized in four areas: As-Planned As-
Released COTS and Applications, As-Planned As-Released Hardware, Software Product,
and Hardware Product.

1.7.1 As-Planned As-Released Baseline

The As-Planned, As-Released COTS and Applications Baseline provides an
overview of approved existing and future applications. It lists proposed
configurations and final configurations. It may be used to help management
officials plan workloads based on projected release schedules. It may also be
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used to assist managers with planning for future hardware upgrades based on
software releases and their correlating system requirements.

1.7.2 As- Planned As-Released Hardware Baseline

The As-Planned, As-Released Hardware Baseline provides an overview of
approved future and existing hardware products. It lists proposed configurations
and final configurations. It may be used to help management officials with
refreshment planning. It may also be used to help management officials
standardize on equipment to help reduce the price of support inherent with having
multiple systems by multiple vendors.

1.7.3 Software Product Baseline

The Software Product Baseline provides a listing of all approved software by
product name, vendor, release date, version number, contract number, system
owner and sponsor. It also contains the number of licenses available in the
Bureau. It may be used by management to make purchasing decisions.

1.7.4 Hardware Product Baseline

The Hardware Product Baseline provides a listing of all approved hardware by
product name, vendor, release date, platform, and contract number. It may be
used by management to make purchasing decisions.

1.8 The Technical Reference Model

The TRM provides a framework for future and existing architectural direction for the
Bureau. It enables management to plan its upgrades or systems based on BLM’s
architectural direction. It is designed to assist managers in making sound IT purchasing
decisions. The TRM’s current category is aligned to CM’s As-Released COTS,
Applications and Hardware Product baselines. Because baselines tend to change rapidly,
the TRM current category will display the products by vendor, release date, version
number and will refer to the Hardware and Software baselines on the NCM web page.

BLM Manual Release No. 1-1680
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1.9 The Investment Management Process

CM is an integral part of the Investment Management Process (IMP). Using the IMP
establishes a clear chain of custody for decision-making for both National, State, and
National Center IT assets. It also assigns accountability for authorizing changes to IT
assets to the business owner. The BLM’s IMP has three phases: Select, Control, and
Evaluate. In the Select Phase, State and National Center Configuration Managers are
responsible for assuring that sponsors assign system owners to each IT asset for decision-
making and they assure that those decisions are tracked and their CM baselines are
managed. At the National Level the responsibility is split between the System
Coordination Office (SCO) staff and the Investment Management Group National
Configuration staff: the SCO is responsible for assuring that sponsors assign a system
owner, a project manager, and a user representative for each newly acquired IT asset; and
the National Configuration Manager is responsible for assuring that the decisions are
tracked and the NCM baseline information remains accurate throughout an IT asset’s life
cycle. Within the CM process, managing CM baseline information for accuracy and
keeping it up-to-date is a function of Configuration Managers. It allows project
proponents to bridge the gap between the IT Clearinghouse and its replacement system,
and approved IT assets before pursuing new investment.

In the Control Phase, the Project Manager is responsible for using the CM process to
ensure that system and user requirements are validated, documented, and testable.

Project Configuration Boards are responsible for ensuring that documentation accurately
reflects the IT asset. National, State, and National Center Configuration Managers are
responsible for assuring that IT assets interoperate and integrate within BLM’s existing
environment. Additionally, they are responsible for assuring that all media and
documentation (test plans, test cases, test descriptions, implementation schedules, system
guides, user manuals, and associated documents) accurately reflect the IT asset scheduled
for release.

In the Evaluate Phase, National, State, and National Center Configuration Managers are
responsible for overseeing and coordinating version management for released IT assets to
assure that information is available for system owners and sponsors to make decisions
about bug fixes, patches, upgrades, and system improvements. The CM process provides
the tools for tracking, monitoring, and communicating status on released IT assets.

1.10 Continuity of Operations Planning

All software and hardware configurations, documentation, and media associated with
approved released software and hardware IT assets must be maintained and stored in a
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secured facility with access documented in logs demonstrating a clear chain of custody.
Personnel responsible for software and hardware configurations, media, and
documentation must be listed in the site(s) Continuity of Operations Plan.
Documentation, media, software, and hardware configurations should be restored and
tested according to the Bureau’s IT Security and Records Management policies.
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Chapter 2 — The CM Process
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2.0 The BLM CM Process

This chapter describes general principles, responsibilities, and the organizational structure of the
CM process. Additionally, it describes the basic CM Process components, the Change
Management Process (CMP) and the Baseline Management Process (BMP) in the three core
areas: Acquisition Configuration Management (ACM), Hardware Configuration Management
(HCM), and Software Configuration Management (SCM) with their associated activities. This
process bridges the gaps between the Investment Management Process (IMP) and the Technical
Reference Model (TRM) regarding managing information about IT assets and reporting that
information through CM baselines. It uses the Institute of Electrical Electronic Engineers (IEEE)
process standards for documentation and software development activities. Projects are expected
to comply with the IEEE standard. To ensure BLM has access to the IEEE process standards
information, BLM has invested in an enterprise license.

2.1 General Principles

The BLM CM process is built on the following foundation: (1) communicating and
documenting how decisions are made; (2) managing changes to IT assets which include
the application, software, hardware, system documentation, user guides, media,
configurations, and associated tasks through tracking and monitoring IT assets through a
clear chain of custody throughout their life cycle; (3) reporting changes to IT assets
through baselines and status reports; (4) testing, documenting, and validating that IT
assets perform as expected; (5) releasing and verifying that IT assets performed as
expected; and (6) communicating the progress on delivery and use of IT assets.

2.1.1 Authorized Communication Methods

2.1.1.1 Web

CM web sites serve as one of the key communications mechanisms for
information dissemination. Information is managed according to the CMP.
That means that information is verified and validated before posting, and
that the CMP is also posted and maintained on the web site. Status
reports, meeting minutes, baseline information, a calendar of events, hot
topics, agendas, CM documentation standards, forms, templates,
checklists, charters, and all related CM documents are available from the
site. The web site is the official source for the latest releases of CM
information.
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Configuration Managers will post large documents for review in portable
document format (pdf) on the web site. What constitutes a large document
will be described in Standard Operating Procedures (SOPs) for electronic
records.

2.1.1.2 Electronic Mail

Electronic mail may be used by sponsors, system owners, project
managers, and configuration managers to record decisions and
communicate status. Those electronic records shall be retained according
to Records Management policy. Configuration Managers may also use
electronic mail to provide status on CM activities.

2.1.1.3 Directives

Configuration Managers will use the formal directives process to
communicate policy and information on CM initiatives. Configuration
Managers working with their CIOs should decide the appropriate
communications mechanism for the situation.

Formal Directives Are Best Used For:

1. Communicating interim change to existing CM policy.

2. Distributing information about chartered groups and teams.
3. Communicating the release of IT assets to the CM baselines
4. Establishing the implementation by date of released IT assets

2.1.1.4 Meetings

Teleconferences and face-to-face meetings are necessary to coordinate
activities and tasks. Meeting minutes serve to document records of
decisions. Configuration Managers ensure that coordination occurs and
that agendas are prepared for participants.

2.1.2 Authorized Delivery Mechanisms

Software and hardware IT assets may use several available delivery mechanisms
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available to BLM. All released software is delivered to the Configuration
Managers. There are two preferred methods of delivery for national software
assets:

1. An enterprise management system for the distribution of software.

2. File transfer access through an electronic software repository maintained by
the NIRMC Webmaster. The repository is password protected.

3. Traditional delivery systems like U.S. Mail, United Parcel Service, and
Federal Express may also be used. States and National Centers may use the

preferred methods of delivery through NIRMC.

Responsibilities

Everyone in BLM is responsible for CM. Therefore, it is critical that all employees and
contract staff understand their role within CM process for maintaining and delivering
sound IT solutions to assist programs in meeting their business objectives.

BLM Manual

2.2.1 How Are BLM Employees Affected by the CM Process?

Past implementations of CM within BLM described the function and the
discipline. Employees learned that CM should be applied to large-scale
application development projects and it was applied using Military Standard
(MilStd) 975 and 2167A.

With the application of the Clinger-Cohen Act within the BLM, the CM process
takes on a coordination and integration role with existing established programs
like Data Management, IT Security, and Records Management. It also is
integrated into the IT IMP and the BLM’s architectural effort. The CM process
establishes the methodology for documenting, testing, reporting, and managing
changes to IT assets. Every BLM employee is affected by the CM process. CM
is not the process for making IT investment decisions, it complements the IMP
and the Records Management Process for reporting those decisions.

2.2.2 User Responsibility

Each user is responsible for submitting problem reports to the BLM Help Desk
and those users who author documents are responsible for using the CM process
for managing changes to those documents as described in Section 2.5.
Furthermore, each user is responsible for applying the IMP and CM processes to
acquire, install and configure hardware and software IT assets.
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For National, State, and National Center level systems, sponsors will assign user
representatives to software IT assets. User representatives are responsible for
serving on integrated project teams to review, test, and validate
software/application functionality.

2.2.3 Help Desk Personnel Responsibility

Help Desk personnel are responsible for assigning ticket numbers, documenting
and tracking problems throughout their resolution. They are responsible for
reporting problems requiring the generation of a Change Request (CR) to their
local Configuration Manager. Help Desk personnel may be assigned to product
reviews, integrated or cross-functional project teams, and process improvement
teams.

2.2.4 System Administrators Responsibility

System Administrators are responsible for managing the hardware and software
desktop and server configurations. They are responsible for tracking changes and
ensuring that systems are configured and maintained as documented. They serve
as subject matter experts during software and hardware testing and for providing
input to decisions on acquiring software and hardware.

2.2.5 Network Administrators Responsibility

Network Administrators are responsible for managing routers, hubs, gateways,
and other local area network (LAN) and wide area network (WAN) devices.

They are responsible for tracking changes and ensuring that network hardware
and software systems are configured and maintained as documented. They serve
as subject matter experts and may be called upon to conduct network performance
monitoring and work on assessments, serve on cross-functional or integrated
project teams.

2.2.6 Electronic Mail Administrators Responsibility

Electronic Mail Administrators are responsible for managing electronic mail
servers and information ensuring that servers are configured and maintained as
documented. They serve as subject matter experts on hardware and software
needed to ensure electronic mail systems function as documented and needed.
They may also serve on cross-functional or integrated project teams.
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2.2.7 Configuration Managers Responsibility

Configuration Managers are responsible for overseeing the local CM Process and
ensuring that employees understand the CM process. They are also responsible
for assuring that newly acquired and existing IT assets are properly documented,
controlled and distributed, and that baselines are accurate and maintained. They
work with NCM and BLM’s CIOs to shape CM policy and procedures. They
provide advisory services to managerial officials and other BLM users.
Furthermore, they are responsible for coordinating CM activities with their local
IT Security Administrator, Records Administrator, Data Administrator, Help
Desk personnel, project managers, system owners, and sponsors.

2.2.8 Management Officials

Managers are responsible for ensuring that their staffs comply with CM policy
and that all employees understand it and know where to go for assistance.
Management Officials are the only personnel within the Bureau responsible for
directing employees to acquire an IT asset.

2.2.9 Cross-functional or Integrated Project Teams

Teams are responsible for verifying and validating that IT assets perform as
stated. They may be used to assist with developing test plans, performing testing,
conducting reviews, project implementation planning, and deployment. Teams
may be directed by Project Managers, Configuration Boards, Technical Review
Boards (TRBs), and other BLM managerial officials.

Reporting Requirements
2.3.1 CM Process Assessments

The National Configuration Manager will schedule assessments of the BLM CM
process annually. Assessments serve to define current practices and capabilities
relative to preferred practices and capabilities. The BLM CM process’ success is
directly proportional to BLM personnel’s understanding the relationship between
current practices and the preferred practices. The assessments will be used as a
tool to educate senior level management, and to measure improvements in the
CM process. Their results will be submitted directly to the CIO, and the final
reports will be posted on the NCM website in pdf.

Additional assessments may be generated at the request of project managers,
system owners, end-users, and managerial officials. The BLM CM process
assessments may be conducted by internal or external resources. Assessments
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will focus on the following three phases: core CM process requirements, enabling
system requirements, and interfaces to other core processes. Table 5 provides
examples of requirements within the three phases.

Table 5

Assessment Phases and Requirements

Phase

Category

Description

Requirement Example

Core CM
Process
Requirements

1.0

Administrative
Hierarchy, Business
Enterprise

CM SOP (Procedures are
in place and accessible to
employees.)

2.0

Physical Item
Hierarchies

Information Repositories
and Security (Repositories
are used to retain and
secure the various types of
IT assets and process-
related information which
could impact safety,
quality, schedule, or cost.)

3.0

Naming, Numbering

Standardized numbering
conventions (Standardized
numbering conventions
are used to identify items
and documents. Use of
logs to control ID
numbers.)

4.0

Validation and Release
Records

Document Release
Records (There is a
release record for each
released version of each
IT asset which includes
Change Notice [CN]
authority and positive
evidence of validation.)

5.0

Changes and Revision
Records

Closed-loop Change
process (A closed-loop
and self-correcting process
is used to release new
information and to change
information which is
already released.)
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Table 5

Assessment Phases and Requirements

Phase

Category

Description

Requirement Example

Enabling System
Requirements

6.0

Information Systems
Architecture

As-Planned/As-Released
Baseline for Information
Systems (An as-planned
and as-released baseline is
used to maintain an up-to-
date definition of the
information systems and
technology used by the
enterprise. )

Interfaces to
Core
Requirements

7.0

Support, Operation
and Maintenance

IT assets reviewed by
cross-functional teams to
determine need to upgrade
(Are project managers
coordinating requirements
with Data, Records,
Security, or using
Configuration Boards of
HCM or SCM teams to
validate decisions to
implement a change?)

8.0

Human Resources and
Training

CM function sufficiently
staffed? (Are CM
personnel trained?)

9.0

Metrics and
Continuous
Improvement

Data gathering (Tools in
place to gather data on the
CM Process).

2.3.2 ChecKklists

Configuration Managers shall use authorized checklists to assure compliance with
processes and assure consistency with quality of document reviews. Authorized
checklists shall be maintained on the NCM website. Samples of Checklist are
listed in Appendix 3. Checklists enable Configuration Managers:

1. To quickly identify concerns with a request.
2. To provide a standardized methodology for reviewing products.
3. To convey status on products.
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4. To provide a summary of key areas that must be addressed at a minimum
for a project or product to be accepted under formal CM.

2.3.3 Metrics

Configuration Managers will gather metrics on CM activities to assess and
measure CM process performance for CIOs. They will prepare annual reports for
NCM to review and consolidate for planning and implementing improvements to
the CM process. The reports will cover the following classes of information.

1. For effectiveness of planning for and using CM.
2. Providing a baseline for future projects to measure against.
3. Identifying deficiencies during the development phase and implementation

phase of a project.
24 Organization

NCM responsibilities are within the IRM, Investment Management Group. NCM
provides policy development and oversight of the BLM CM process. It is supported by
NIRMC Systems Engineering for testing and by NIRMC Systems Support Division for
software distribution. State and National Center CM offices are structured within varying
levels of the organization, but report to their appropriate CIO. State and National Center
Configuration Managers are members of the B